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8 «evcLoak

Welcome to Keycloak

&9 Administration Console > @ Documentation > @ Keycloak Project >

Centrally manage all aspects of the Keycloak server User Guide, Admin REST AP| and Javadocs

£ Mailing List >

A Report an issue >

s JB0ss  JBoss Community

=i Administration Console, A Admin #9 BB P 21288 & %,

Datalake-test &

Master General Login Keys Email Themes Cache Tokens Client Registration Security Defenses

*Name datalake-test

Clients

Display name
Client Scopes

HTML Display name

Roles

dentity re Frontend URL &

Hen Enabled @ E

Authentication
User-Managed Access © OFF

Endpoints © OpenlD Endpoint Configuration

Groups

SAML 2.0 Identity Provider Metadata

Save  Cancel

Events

Import

Export

S Add realm
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Add realm
Import Select file ()
Name *
Enabled [ on |
Create | Cancel

A Realm 94 =, Lttud datalake-test

Clients
Lookup @
2
r e Base URL ctions
ue mps ke & Export Delete
ue e [? Expart Del
m [ Expart ol
oker o K Expart Delese
C Expart Del
s £ Expart el
& Export Del

7£ Keycloak 89 Clients TiE A g2 — 1379 Client, =EE#HY Create 24
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Clients > datalake
Datalake-test

Datalake &

R Settings ~ Roles  ClientScopes @  Mappers®  Scope®  Revocation  Sessions@  Offline Access@  Installation ©
ealm Settings

© (= L2053 Client ID © datalake

Name &

Description ©

Enabled © [ on |

Authentication

Consent Required & OFF
Login Theme O v
Groups
Client Protocol & openid-connect d
Access Type © public v
Standard Flow Enabled © [ on |
Implicit Flow Enabled © OFF
Direct Access Grants Enabled © [ on |
Root URL &
| *Valid Redirect URIs & . - I
*
Base URL©
Admin URL ©
I Web Origins © * = }
ry

s Fina (Grain NDnaniD Cannact Canfisiiratinn @

7£ Client MBS B EIEE, F&= Valid Redirect URIs iXMEEE F*, Web

Origins & E& F*.

Users Add user

Add user
1]
Created At
Username *
Email
User Federation First Name
Authentication Last Name

User Enabled © m

Groups Email Verified © OFF

u
Required User Actions ©

e [0

Import

Export

=i Users TMEIFE X AIRY Realm €2, BEHEAFERAXE Realm 62 A
&5 data lake B9 Web Ul Console,
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[ Launch Stack °) R B H|| b B [X sk

[ Launch Stack °) E‘E%@JT‘EEEZ
WNERTTE Amazon Web Services JBANXIEERE data lake HZE, & X THE,
UK #%E Amazon Web Services 2Bk L A{F FE1H AR,

1. B hiERk

RETEMI R X EE, T Amazon Web Services BEBIZEH G MIRITEE RS
TR ERTUE, EFEHEARKREHNTNE) . BOABERT, HEKRETEXEE
o, ERIA A UE ARG A 77 R R s A H A XISt 5 5,

CloudFormation Stacks Create stack

Step 1 I k

oy semptate Create stac

Step 2 Prerequisite - Prepare template

Specify stack details

Prepare template
Step 3 Every stack is based on a template. A template is a JSON or YAML file that contains configuration information about the AWS resources you want to include in the stack

Configure stack options

QO Template is ready Use a sample template Create template in Designer

Step 4
Review

Specify template

A template is a JSON or YAML file that describes your stack's resources and properties.

Template source
Selecting a template generates an Amazon 53 URL where it will be stored.

© Amazon 53 URL Upload a template file

Amazon 53 URL

https:/ /faws-solutions-reference.s3.cn-north-1.amazonaws.com.cn/aws-data-lake-solution-cn/v1.0.0/data-lake-deploy.template

Amazon 53 template URL

53 URL: https://aws-solutions-reference.s3.cn-north-1.amazonaws.com.cn/aws-data-lake-solution-en/v1.0.0/data-lake-deploy. |  View in
template Designer

2. BEEDZSH

mET—%, #AFMSKNEER®E, Data lake RIRPEFEMATE =S,
BHENSER AR T ERRE:

ZH KA EBUN

1 | KeycloakClientld | No Data Lake E{ER client VA XF 2 HY

Keycloak IAIE Server, TEJc1E Keycloak server
iRGIEE clientid, #A/F1E clientid AEFE R E)iX N
S8
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2 | KeycloakDomain | No

% & Keycloak IAME Server xR H9IE4, 40

https://www.KeycloakServer.org, ST BESHE

whttps://" Tk, HANKRTEF/ S

3 | KeycloakRealm No

Keycloak INEAR &3t BY Realm 9=, —1
Keycloak #9 Server Al B & %> Realm, FEH#
REIAR Realm B9 FE 3T N A RIANE data
lake BY Realm,

SHRETRE, RET—%, FAET-SHEEHEKRRREREIRIN, EERET—

3. B IAM FEEIEER

ARENEZNES, AiEETAR [FHIA, Amazon CloudFormation RIEESIEE
IAM B, ] &R1E, ETEAT [fIEMER] , FREREIE,

Stack creation options
Rollback on failure

Enabled

Timeout

Termination protection

Disabled

» Quick-create link

Capabilities

account. Learn more

resources.

CAPABILITY_AUTO_EXPAND

@ The following resource(s) require capabilities: [AWS::IAM::Role, AWS::CloudFormation::Stack]

This template contains Identity and Access Management (IAM) resources. Check that you want to create each of these resources and that they have
the minimum required permissions. In addition, they have custom names. Check that the custom names are unigque within your AWS

For this template, AWS CloudFormation might require an unrecognized capability: CAPABILITY_AUTO_EXPAND. Check the capabilities of these

| acknowledge that AWS CloudFormation might create IAM resources with custom names.

1 acknowledge that AWS CloudFormation might require the following capability:

Page 12 of 16
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S HERR I R
R LTE Amazon CloudFormation #2658 [IRZS] 7IhBEBEHEKRIVIRE, R
L 75 BRI B AR
RO =+0HAN, TWAIUEZHERIRST S CREATE_COMPLETE, 1A HER B R
Ho

CloudFormation » Stacks AWSDatalake

i v v
B Stacks (4) I c ‘ AWSDatalake Delete Update Stack actions Create stack
Q ’ § Stack info Events Resources Qutputs Parameters Template Change sets
Active ¥ @D View nested
<

Events (65) (&)
NESTED
AWSDatalake-DatalakeApiStack-1FIQ Q @
WMZHXBSCB
2020-09-08 17.01:36 UTC+0800
(@) CREATE_COMPLETE Timestamp v Logical ID Status Status reason

2020-09-08 17:12:09
NESTED AWSDatalake
AWSDataLake-DataLakeServicesStack- uTC+0800 CREATE_COMPLETE
QUOBKSSBACFG 2020-09-08 17:12:06 Datalok "
2020-09-08 16:58:55 UTC+0800 UTC+0800 atalakeAppConfig CREATE_COMPLETE
(@) CREATE_COMPLETE =~

2020-09-08 17:12:06
NESTED UTC+0800 DataLakeAppConfig CREATE_IN_PROGRES Resource creation Initiated
~AWSDatalake-DatalakeStorageStack-G 5
TKVSFYONORX ®
2020-09-08 16:58:55 UTC+0B00 2020-09-08 17:12:03 .

DataLakeAppConfi CREATE_IN_PROGRES

(@) CREATE_COMPLETE UTC+0800 P 9 .

2020-09-08 17:11:56 .
AWSDatalake AppVariables

[ P

2020-09-08 16:58:16 UTC+0800 ke CREATE_COMPLETE
(©) CREATE_COMPLETE 2020-09-08 17:11:56

UTC+0800 AppVariables :REATE_\N_PRDGRES Resource creation Initiated

2020-09-08 17:11:54

UTC+0800 AppVariables :REATE_\N_PRDGRES

2020-09-08 17:11:51 L @

UTC+0800 ConsoleCFDistribution CREATE_COMPLETE

5. BEEMRTE
g RN (3R] /7%, ATUEIXMEREHIFTERIR, NREEER
U——R#tEER, THRE 2098,

Eﬁﬁzﬂﬁ EoHBSETERSE

~—7 KF AT E IR
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CloudFormation > Stacks ) AWSDataake
B Stacks (3) [c] AWwsDatalake ostets | [ update | [ stackactons v | [ creat
Q Fiter b x Stack Info. Events Resources Outputs. Parameters Template Change sets
v | O Viewnestes
1
Resources (21)
AwsDataLake °
2020.09.28 141109 UTC0800 a
@ cReATE_compLETE
|
keycloak-deployment Logical 10 A Physialio v Ty v sans v statusreason
2020.09-20 120510 UTE 0400
© caeate_comsueTe AplaccountConfig I © CREATE_COMPLETE
VPCor-keycioak AplLoggingRole RisiiGaGen £ 1AM-Role © CREATE_COMPLETE
3020.00-20 111038 UTE 0300
© cheate_comeine Appvartables AppVariables Custom:LoadLambda © CREATE_COMPLETE
CFDataLakeAccessBuCket ‘:‘1“"::‘::‘_‘:;25“5 1SS0 pwrs:s3:Bucket © CREATE_COMPLETE
AWS:CloudFront:Distribution © CREATE_COMPLETE
ConsoleCFOriginAccessidentity  EZ6CZSK74PIS :"‘5’ Soudfronc=CloudfrontOrdgniccessidentt G CREATE_COMPLETE
Datal Datat Custom:LoadLambda © CREATE_COMPLETE
armvaws-cn-cloudformation:cn-north
1852226251499 Stack/AWSDtaLake-
OataLakeApistack DataLakeApiStack- AWS:CloudFormation:stack © CREATE_COMPLETE -
QMOZ0TBAYBRA/ebOSASIO-0151-
11eb-b790-02edcf60b760 (3
oatal 0 Custom:LoadLambda © CREATE_COMPLETE
DataLakeDepioyment Ocesw AWS:ApiGateway:Deployment © CREATE_COMPLETE
oatal oat Custom:toadLambda © CREATE_COMPLETE
DataLaketelper Gatalake-helper (2 AWS:LambdacFunction © CREATE_COMPLETE
Datal 2 AWS:1AM:Role © CREATE_COMPLETE
oatal Datat mba: © CREATE_COMPLETE

#RESERE, Cloudformation #9 Output B O£ #iH A LAY data lake Y web Ul
console PR RzAY CloudFront B URL,

CloudFormation > Stacks > AWSDatalake

= Stacks 5) AWSDatalLake [oetee | [ upaaee | [ suack cioms v || cretesace v
Q Fitter by stack nam Stackinfo | Events | Resources | Outputs  Parameters | Template | Changesets
» | O Viewnested
<1
Outputs (2)

AwsDataLake °
2020.09.28 14:11.09 UTC 40800 Q search oupe ®
(©) CREATE_COMPLETE
keycioak-deplayment Key & Value ¥ Description v Exportmame v
2020-09-28 12:0510 UTC+0800
@) CREATE_COMPLETE Consaleurt https://dhiTubsoadsw!.cloudfrent.cn URL for the data Lake cansole
VPC-tor-keyeloak vuio 50c66d56-ba77-4373-9076-cag5 13379114 UID for data lake deployment

2020.08.28 111038 UTCe0800
© chEATE_compsTE

#* A Routeb3 #9 Console, 7f Hosted Zone TEIZE—5 CNAME 89 Record Set,

CloudFront Ry ANEES https://,

o=

TR

Value 891N CloudFront x589 URL,

Create Record Set

Back to Hosted Zones Import Zone File Delete Record Set
Q Record Set Name X | AnyTypew Aliases Only  Weighted Only £ < DispiayingitoT ool 7 Recoma Sets » | | O Recondset
Name: datalsion  gue epEmeys a2z org.on. &
Name: Type  Value Evaluate Target Health = H
Type: | CNAME - Canonical name v
minggu.dev.marketplace.aws.a2z.org.cn. A 54.161.201.120

Alias: ()Yes ® Mo
ns-3246.awsdns-cn-10.cn.
300 im 5m 1h  id

ns-intl-574 awsdns-cn-35.com. TTL (Seconds):

. ns-1429 awsdns-cn-25.net . o Value: T
ng-574.awsdns-cn-35.com.
ns-inti-3246.awsdns-cn-10.cn.
n8-2738 awsdns-cn-43 biz.

sowuon . eaanuilon

minggu.dev.marketplace.aws.a2z.org.cn,

Tha domain name that you want io
resolve ta Instead of the valua in the

minggu.dev.marketplace.aws.a2z.org.cn. SOA 6-3246.awsdns-on-10.6n. awsdns-hostmaster.ama; D::::_""’
Www.axample com
4R RTHITZAT e mingge <A 435 £ CNAME
B dalalake SUBY W Sminia m N, CNAME  dam (PSPt cn Routing Pelicy: | Simple >
Route 53 responds 10 QuenNss based only on te valuss in this record. Leam More
keycloak minggu.dev. marketplace aws. a2z org.cn. CNAME  KeyCloakOnAWSLoadBalancer-436574185.cn-nortt
2492238403a818b934810785621c50bS keycloak minggu.de awsa2zomgcn  CNAME 746082013 75698068648 kipsnxvip.2

# A CloudFront 89 Console, 2iff data lake X1z #J CloudFront HYids%, Sif
Edit, ¥ ICP & ZryiE & 1E A “Alternate Domain Names”, 7£ SSL Certificate i%&In
%R ICP 3R AYIEF sk S "Upload a Certificate to IAM”3E F &5 = A HESR,

T HERE ACHBEETERE
—_— HFFREE R
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CEEEEEZAMERE IAM 2 EHEER W AR T EETE Custom SSL
Certificate ZJFRHFER),

Edit Distribution
Distribution Settings

Price Class Use All Edge Locations (Best Performance) s i}
Alternate Domain Names | dassrcic. 1 ingeiai o ieremems.a
(CNAMES| |2z.org.cn

SSL Certificate O Use HTTP only
Gustom SSL Certificate (example.com):

Choose this option if you want your users to access your content by using gn alternate domain name, such as https://www.example.com/logo.jpg.
You can use a certificate stored in IAM.

denlafe. Minggu. J8v. L. _ws.a (i ]

Upload a Certificate to 1AM

Learn more about using custom SSL/TLS certificates with CloudFront.
Learn more about using IAM.

Security Policy O TLSV1 (3]
OTLSV1_2016
O TLSW1.1_2016
OTLSV1.2_2018
@®TLSv1.2_2019 (recommended)

See the list of protocols and ciphers that CloudFront uses for each security policy.

Supported HTTP Versions @ HTTP/2, HTTP/1.1, HTTP/1.0
O HTTPA1.1, HTTP/1.0

Default Root Object  index.html

Logging ®On
Ooft

Bucketfor Logs  datalake-cn-852226251499-cn-north-1-1

Log Prefix  cf-dI-

e @ @ ¢ ¢ @

Cookie Logging @ On
Oor

Etb 791k, Data lake MIESBFIRBEFLTTAA T, ATLUBIT AR ICP XA FYi8 4 e th(a)
data lake #9 Web Ul Console, X5izs< BahBkiEZIxtf Y Keycloak B9 domain i

TRPEE

T HERE ACHBEETERE
= KA FRERI AR
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DATALAKE-TEST

Username or email

Password

B AR ZNEEES E5 data lake B9 Web Console #207F :

BuigH test qu @) WEIME GEMER
bz Y
I RES:
| R
an ERBRSLCERTISE S SHLSBRAXNEE. BISAMREFS, WETRAOBIES. HiEE
e SARBM 0
S W
BmE WHAERFR. m Feadn
BEEH TR S T WES SR,
e

WEHRM BEREREA.

awsBRIRT R 7 2 FEABIR M 23

F i A8 Data Lake FIEBEBIHNIEE 2222058, AJLUER Web Ul Console {EH

data lake IT2#LRITHEE T,

T HERE ACHBEETERE
= KRR RE RE
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