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https://github.com/awslabs/data-transfer-hub/blob/master/docs/deployWithOpenId.md
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https://console.amazonaws.cn/cloudformation/home#/stacks/create/template?stackName=DataTransferHub&templateURL=https://aws-gcr-solutions.s3.cn-north-1.amazonaws.com.cn/data-transfer-hub/latest/DataTransferHub-openid.template
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OIDC Settings

OidcProvider
Open Id Connector Provider Issuer

https://data-transfer-hub-xxx.authing.cn/oidc

Authing Issuer b1t

OidcClientld
Open Id Connector Client Id

GHE" ™ Ikt PR BRIN]2

Authing App ID

OidcCustomerDomain
Customer Domain for Data Transfer Hub

https://your-dth-domain.xxx

133} 2 Data Transfer Hub {& F 8918 &2

Hth B

BootstrapVersion

Version of the CDK Bootstrap resources in this environment, automatically retrieved from SSM Parameter Store.

wk avnlsm nlaa"m

SR =l

OpenlD Connect Provider
OidcProvider
NZFEAY Issuer Hudk

OpenlD Connect Provider
OidcClientld
N AR APPID

&8 DataTransfer {4
OidcCustomerDomain

A
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IHE#REE Identity and Access Management (IAM) 3R, FIRERMAZEHEELEN TSRS KPP, HEEES0IRS— M XEEE, 1118
BRENRENR, TEEZ, 5

#:fRiA, Amazon CloudFormation FTHEERIER IAM Bi5,

wh | =5 || onsan | B

8. W [GUEEHErE] LIERE AL,
B LUFE Amazon CloudFormation #2 &) 8 FPIRSI R EEHELAIRS, BN
ZEKRA 15 AN EEPRASN CREATE_COMPLETE,
RO RINGE, RI7E Amazon CloudFormation RS AR EE
* PortalUrl - X URL Bl 2 A FEFERZZETRETIAION URL, 1B1ICE
Itk URL, =T —#HEEEEZETHNIHERTEZERZ,

plicationHubOpenid

IENEEREEEAE TR

¥

HEHRER = B M| Y -1 ¢

W (1)

Q @
2 A &
o

UM el W menorth-

APICfnWorkflowCfnDeploymentStateMachineArn08C0O7ES7 =A™ ™™ mxteMachine:APICfnWorkd
M ="

AdminUsername = @amazon.com
https: " .

ApiEndpoint ps//m sl mmm m m 'm .apps!
1.amazonaws.com.cn/graphql

PortalUrl < rwwe _w_wm_u_ . .cloudfront.cn

TaskClusterClusterNameDB8C592C DataReplicationHubOpenld-TaskClusterAA7F

L3 )

amazon web services

BEoHEEZETEER

Page 14 of 38 RS R



FCE DNS ###fr, ¥ ICP &&= rEiffER CloudFront BUIAEAH,

DNS 247, LUTFA Amazon Routeb3 FHIERE

NI

TRILMERB R

1. 7£ Route 53 FfZ#7it% F CloudFront
¥T7F Amazon Web Service & 7 Route 53 #7511 CNAME 125, LUAIE
ZE R RNEMBEFAILUER, E5%, A Route b3 WEEIHE, SRoRAVE
%o MR XBOEFEEXE, BSE X,
HAZ ¥R Data Transfer Hub #8ERVIAIONE 4, FEAERE CNAME-RISEA
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https://aws.amazon.com/cn/route53/
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LUT AR BAE A T BRI EER Amazon Web Service (dbR) XISFH
SHIETER Amazon Web Service (TE) KIFUUAR Amazon Web Service [Xig
(F EiZX R T Cognito User Pool iRS, BNES%E hEILHEE XY, FH
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1. &%, & Amazon Web Service ##la, UTLZEEXT7E Amazon Web
Service FrAEX IR Amazon Cognito User Pool IAIEA R R EEFE Data
Transfer Hub B2 R A%, R LUER U T S IRERZ— CloudFormation 3
RRMBMNERRIFE

2. BUABRAT, ZERHE CEREH S ERMANKEEN, EREREN
Amazon Web Service XIFHEh =R RAZE, BEAEH G SHAZRXELE

Fwn

Famo
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https://console.aws.amazon.com/cloudformation/home#/stacks/create/template?stackName=DataTransferHub&templateURL=https://aws-gcr-solutions.s3.amazonaws.com/data-transfer-hub/latest/DataTransferHub-cognito.template

Create stack

Prerequisite - Prepare template

Prepare template

Every stack is based on a template. A template is a JSON or YAML file that contains configuration information about the gy resources you want to include in the stack.

© Template is ready Use a sample template Create template in Designer

Specify template

A template is a JSON or YAML file that describes your stack's resources and properties.

Template source
Selecting a template generates an Amazon 53 URL where it will be stored.

© Amazon 53 URL Upload a template file

Amazon 53 URL

https://lm  -gcr-solutions.s3.amazonaws.com/Data-Transfer-hub/latest/DataTransferHub-cagnito.template

Amazon 53 template URL

S3 URL: https://mesmr-gcr-solutions.s3.amazonaws.com/Data-Transfer-hub/latest/DataTransferHub-cognito.template

View in Designer

4. EFREEZFMERT, BEEMTHSH,

Page 19 of 38

Specify stack details

Stack name

Stack name

DataTransferHub

Stack name can include letters (A-Z and a-z), numbers (0-9), and dashes ().

Parameters

Parameters are defined in your template and allow you to input custom values when you create or update a stack.

User Pool
AdminEmail

The email of Admin user

| -mmc@as won.com

Cancel

SR =l Az

EIERMRAE, WA

Admin Email BEEES Email #it

HEME L, ®RERNE, =4 [T—2].

Gilipj

gy .
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Configure stack options

Tags

You can spedify tags (key-value pairs) to apply to resources in your stack. You can add up to 50 unique tags for each stack. Learn more [

Permissions

Choose an 1AM role to explicitly define how CloudFormation can create, modify, or delete resources in the stack. if you don't choose a role, CloudFormation uses permissions
based on your user credentials. Learn more [

1AM role - optional
Choose the 1AM role for CloudFormation to use for all operations performed on the stack.

IAM role name ¥ v

Advanced options

You can set additional options for your stack, like notification options and a stack policy. Learn more [

v

Stack policy

Defines the resources that you want to protect from unintentional updates during a stack update.

v

Rollback configuration

Specify alarms for CloudFormation to monitor when creating and updating the stack. If the operation breaches an alarm threshold, CloudFormation rolls it back. Learn
more [2

-

Notification options

v

Stack creation options

7. EEZLEL, BEHBINRE, BEREFHIAERNCIZE Amazon Identity and
Access Management (IAM) FIRAIAE,

Capabilities

(@ The following resource(s) require capabilities: [mmm':|AM:Role]

This template contains Identity and Access Management (IAM) resources. Check that you want to create each of these resources and that they have
the minimum required permissions. In addition, they have custom names. Check that the custom names are unique within your ==
account. Learn more [4

1 acknowledge that ™ g CloudFormation might create 1AM resources with custom names.

Cancel Previous | ‘ Create change set ‘ Create stack

8. #HIF [CUEHER] LUBBEHERR,
A UFE Amazon CloudFormation 22§ & FIRSY h BB HERAIRS, BN
ZEKRA 15 DA EEPRASARN CREATE_COMPLETE,

HEMRBIZR ARG, AJ7E Amazon CloudFormation i HARS TIHEE] ©
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* PortalUrl - X/~ URL st2 =N FAERER Portal B9 URL Hbiit,
DataTransferHub | Delete || Update || stack actions ¥ || Create stack ¥
Stack info Events Resources Outputs Parameters Template Change sets

) View nested

1
Outputs (9) /

b2-ecr
ITC+0800 Q ®
ITC+0800 ° Key a Value
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Change Password
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Account recovery requires verified contact
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Source settings

Source Type
Select the source type among various providers.

Amazon 33 L

Bucket Name
Input the bucket name.

sre-bucket

Bucket Object Prefix- optional Info

It will only transfer objects with the provided prefix.

object-prefix/

Is Bucket in this account?

Select Yes, if the bucket is in the same Amazon Web Services account as Data Transfer Hub.

No v

Credentials Store Info
Select the Secrets Manager [/ which stores the credentials. Leave it blank for open bucket.

FPlease select a Secret Key in Secrets Manager -

Region Name
You can enter region name of region code.

Q, N. Virginialus-east-1)

Include Object Metadata?
Copy of Object Metadata. [ This will have additional APl cost.

No -
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"access_key_id": "xoou",
"secret_access_key": "xxxxx"
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R .6 KMS BERAT NS EAEHER. G ERy g Secrets Manager KAMEERMIGABRSNEBHANTFME. m
KMS FE9E P E (MK T8 .

DefaultEncryptionKey v Cc
HhFEE A

BH Lig>
TEIE & B TR L 2 SRRV /[EXT 0V B S AE iz R E S R B XY

NI AK/SK E &,

gy .
amazon web services

BEoHEEZETEER

Page 27 of 38 P65 %R B AR E



5) mii [F—1] EEEARIFHEE(R]E)

THEFTAYEE 1A

BHARMAAER ==

BB
NEREE —METEBEREIHERENRN,

drh-credentials

BRGNS FEIFFRHFR =@

fit - 73
-
&% 250 TFH
W - Al
@ 8- T
i
FFANBR (FTIE) me
TR SRR S1855 WP 5
SHIES- T | pEpEIReRY |

MREAENHEY, NEEEEKEEREREEEMRER AR,
HEE X T ERERN AIERM.

K i T—T

6) =i [T—1], EEREBNRIRD, 1EEFAEMLER.

gy )
amazon web services

AEREEETIER
Page 28 of 38 P65 %R B AR E



AR AR

@ NRBEABNER, YETFMHELBENREEERTE—RER, NREREEER, B ERONEE
FFEHT oM Mg Secrets Manager FIRBE. FE iR 5.

ECEBEhieR - 7 me

# = ¥ secrets Manager RENBMIEHILEN. ML BB/ HE.

O FRBmHR
EIEBEON TR (A %8 B 1 R E S0 Ml Secrets Manager FffEFS.

ERREEHR
BRI RSN PR e (A L R E A

IEIEAREIE 52
R R R E R AT RIS

30 K
BT 1 8 365 K208

i#1Z mm  Lambda F# 28
ERE—THAERETEENe = Lambda B

BlizEH [3

7) at [T—1) , #ERNERSS [FiE)] , TRZHENEIE,
8) A% Data Transfer Hub RZ2ERHNR@mE, = ERIE A 18HY
RIFTIZEH, T HROEI+ = 8RN g2 i EIE (B5R), ERZEIE(Z

Ao

Tk 2R
1% Secrets Manager [ FEVE. MNFREEERE L FEERN TN,

prey-an - c

L e _We__ A coN_wows:_w _ . v _woa. sew|dO -

drh-credentials

HEITEIE A S A ADI e

8) TEXIIEEa, EERREIERATERI R,

gy .
amazon web services

AEREEETIER
Page 29 of 38 P65 %R B AR E



R LR, I5?
{0 Data Transfer Hub EIZ{EIREUERNIES, IBEEFYES.

No v

JiE 58
17 Secrets Manager [ FREVES. IREUERE L FHEERNBILINEE.

drh-credentials -

BRI AR
ERI LA E ST XS,

EY |

Ohio(us-east-2)
N. Virginia(us-east-1)

N. California(us-west-1) ‘

9) EEWRIRES, HETBEIFMALTL, HEEBREXE,

BirfEisE
BUEREM

A BEERER.

bucket-name

BifflEmERkrE?
{5 Data Transfer Hub Sl BinUiERN RS, 1BIREYES.

Yes A

ERE B
1ER] AN X1 5 FRE AT S,

[Q

Ohiofus-east-2)

N Virainialiis-eaat-1)

10) EEPEmA, AJLUES BRI (AIE), FEFMEN S3 1E

fEZER LU BRI REY ACL,

gy .
amazon web services

BEoHEEZETEER
Page 30 of 38 AFFREBLERER



v SHRIEm

BANAIE- A 58
RS | R NME M SEALLEIE, EF 8ahin 7.

prefix
FEA f<Jic]

HERETERIGMERNFEERE.

Standard v

BinrdS&ACL
THE BT RACL. A MREFEIZEIRACL, E{EREIAME.

bucket-owner-full-control -

11) 73/ SRERIRY, TTLURIESRE R % Graviton 2 #9018 %
S8

w 5|FEIRE =2

mAEE
Graviton2 IR A E.

20

mNEE
Graviton2 SEHIATEEIE.

1

fmaE
Ffim Ry Graviton2 SEfIEL.

1

) SEmiEm s

12) 75| IR BN SRIEINT, ATLUSHEI S REENE XS,
RREEHNBE, RIFIIMERIA], ENTE Amazon Web Services

Solutions Architect FI S TR IHIZE.,

gy .
amazon web services

BEoHEEZETEER

Page 31 of 38 P65 %R B AR E



v SHIAM =8

EHERE
BTSN F 4 EARE, 0/ TR LB Aa T &,

0

ERSBNE
BEATIEITHERSRZ.
1

TIETRE
— T EFPEIEITH L EEEEL

4

13) EELZEDH, RFESEREVETHER (%) , RNES@EMHR
8 IRERESPERNIEPEHMBERER, W AEBABRIEX
DNERFEHIAE)

E3

ik - alig
KT TESHER
53 Global to $3 China

IEENERFE
MERERBEIRGE R ETIXTHFE.

kb = wm @amazon.com

14) &m& [F—#]

3. EMRAESRER

gy .
amazon web services

BEoHEEZETEER

Page 32 of 38 P65 %R B AR E



TR ESERER

ESSHE (23)

S 18

BERER Amazon_S3
TREER R URL

REEREM src-bucket
TREUEAR R A

ERsS3EH No

R ER A cn-northwest-1
FRHERESESAEF false

REE SRR B R ETREI

drh-credentials

BITEIEEE dest-bucket
BirsUERI RAIE

EinS3TFifER STANDARD
EREEE us-east-1
BinfERESEYAEF, true
BiREEAERETN

ETEETHIE false

BiridgACL bucket-owner-full-control
mAEE 20

whEE 1

ik 1

BEHERE ]

BEHENE 1

THELETRE 4

IEFNEOFE mape c@ar®™ “in.com

4. =i [(BUEES]
EFIERPRIIG—KNF QZNESICRE, Eik, Amazon S3 HIEH)

£S5 B 5T,

mE# )
amazon web services

BEoHEEZETEER
Page 33 of 38 AFFREBLERER



£5

E5HS HUER

O 990aefal-1a5¢c-478a-9145-1ede6376bf2f ‘Amazon_S3/src-bucket

5. BEEFSIFE

APAURGESESSEERES TG [(EEFE] REEXSFA

15 /Eho
Data Transfer Hub > f£%5 > 990aefal-1a5c-478a-9f45-1ede6376bf2f

990aefal-1abc-478a-9f45-1ede6376bf2f

BARE

ElE REE R

‘Amazon S3 Transfer Plugin Graviton2 Amazon_S3
WHEES Ek Efthikm

HAER

E5RS TRHEEEN

‘990aefal-1a5c-478a-9145-1ede6376br21 cn-northwest-1

fEF IRHERE

2021-086-09 13:20:28 src-bucket

ES18 TREE N REIR
Cloudwatch X% & [ -

HIERNIE

dest-bucket

ZHERE SRS

No

RIS HTFHEER

drh-credentials

£z Amazon ECR (&ig{F5

1. 3&¥51%R Amazon ECR, mth [F—#]

3| ZEm

Ell=S:

S3 Plugin (Graviton2)

(@ starting

BB
us-east-1

B EEEE T
dest-bucket

B R SR

MR SA0RF 187

Yes

gk
Standard

O Amazon S3

® Amazon ECR

4

Amazon ECR {&#i3| %

MAREREZEME (container registry) (£ A28 %ZIAmazon ECR.

Page 34 of 38

gy .
amazon web services

BEoHEEZETEER
AFFREBLERER



2. HEASHER
1) FEBIRIREEIAIN P R Fr R B MR R, T ELUER ECR £

NBIF

RERERE
EEAROERE
@® Amazon ECR ONHBBOE
7£ Amazon ECR 7 [Bf&E AR B, MREAH B O EEHD R HEEEIECR.

2) ERECEREPEEFTZEMVRILER, UKFTEERNESR
%ﬁ,fgi'—]‘ I:I/L;\O

FEERE

FERES
18 F oAl B ARl D

Q, Ohio(us-east-2)

B AEEYAIkEF DT
#05 Amazon ECR FEHFIF T, i%iERF YES.

No -

Amazon Web Servicesl§FID
& A Amazon Web ServicesTkPID (12{88=).

123456788012

il =

%t} Secrets Manager [A

drh-credentials -

ERHE
RARREEWNTERS.

Oz ® IR REE
B e SRS RIEWAERRE AR SHHE.

HiRWEIE

8 A\ EBR MR AR <image-name>:<tag> FEMES . MR FEEtag, MIELLA R atest.
node,
mysql,
ubuntu

E
18/4086

3) HEMMEERED, BEEHFEEMER Amazon ECR HEE.

gy )
amazon web services
BEoHEEZETEER
Page 35 of 38 AFFREBLERER



Eloaetce=y
BfERER

TERI A E S FRE B .
Q, Hong Konglap-east-1)

BMERELAEFE?
#05 Amazon ECR fEH M, i§iEHF YES.

Yes -

BIEE- AT

SFTE SR RRRNEE, il hE.

Prafix

4) EEZEIF, RIESFMEETHR, RNESEMNEE (NRE
BESPEBMOSEFHINERIBE R, W AR AR E X hlFE
)

-k

Hhi - A

*FE-HESmEE
ECR us-east-2 to ap-east-1

B EEAE

MEERREE REEE

Iamazon.com

5) mifi [F—#]
3. HMBESRER

S FE5FRER

Page 36 of 38

FEBHE M)

S &

Eike el Amazon_ECR
FEFREE Ohiofus-east-2)

fEamazon Web ServicesikFID
FESRGRER

HRREN®

BEREIESHER

BiEREAmazon Web ServicesiEF 1D
BRI A Amazon Web Services i
[Eliphediaeans-g- B

BtrES RS

B FEIEAE

123456789012
SELECTED
node, mysgl, ubuntu

drh-credentials

Hong Konglap-east-1)

e -m(@3Mazon.com

gy .
amazon web services

BEoHEEZETEER
AFFREBLERER



4. =i [BUEES]

EFFFRFPHFIE—KNT QIZNESISHE, Eik, Amazon

ESS B TE R,

ECR 19/&

1
ESRS HIER HIE B k£ T BE2ATIE
Q |9!)108416*32613*45616'972(2'6941C5C50a78 us-east-2 ap-east-1 ECR Plugin ® Starting 2021-06-09 13:2819 |
O e o M "al o T Al "l e " o him e | Bl o B ¥13:20:28

5. BEIEFIFE

RAFRIUREESRS ERRESAERT (EFFR] X8F5ES

HORARE 2o

Data Transfer Hub » f£% > 9b10841a-32d3-4eda-972c-e941c5c60a78

9b10841a-32d3-4eda-972c-e941c5c60a78

BAEE

ElL 3
Amazen ECR {E#i&fF v1.0

FHER E=tri Rith ik m

HAES

8b10841a-32d3-4eda-972c-e941c5c60a78

BlRF
2021-06-09 13:28

Page 37 of 38

mEEEL
Amazon_ECR

BORER
Ohiofus-east-2}

B ORTE Y AR 137

No

HFID
123456789012

WPEIE
drh-credentials

W

¥exln Progress

EfEAER
Hong Kong{ap-east-1)

EfIEAELEEF3?

Yes

TEFID

gy .
amazon web services
BEoHEEZETEER
AFFREBLERER



INGG

2= FFrak, {#/ Data Transfer Hub 2R A%, SAITHAPKFRIRIERT,
A LU EIRES B RIR TS IMERmES, BT & 3B ER R RN
MR T1E,

m3# )
amazon web services

BEoHEEZETEER
Page 38 of 38 RS R



	目    录
	解决方案描述
	使用场景
	系统架构
	架构图
	组件

	部署说明（中国区域）
	部署前提
	创建OIDC应用
	通过Amazon CloudFormation部署
	配置域名解析

	部署说明（海外区域）
	通过Amazon CloudFormation部署

	用户使用手册
	登录系统
	OpenId认证方式
	Cognito User Pool认证方式

	创建任务
	创建Amazon S3传输任务
	创建Amazon ECR传输任务


	小结

