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TOHBERE
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! Public Subnet 10.0.0.0/247 | ,,%)b : Public Subnet 10.0.1.0/24
I :}0 : '
I ’ | 1
! NAT Gatgway ! \ i
| \ e | ] i
I M I I
A ]
‘ FortiWeb - i ® FortiWeb
FortiWeb * e A~
| (Master) el RN ! Slave
[ 1 S -~ :
| | [ —
! Private Subnet 10.0.2.0/24 Y ! | E Private Subnet 10.0.3.0/24
| el 000 e ccmsse=== R L L T R R
| ] N : :
! 1
| | 3:3 I I I
[} 1
|
Protected web I : Protected web
_____servers __________\ ______a_i_____________ servers |
_______________________________________________________________________

SRtaiiA
L AETWRAAETW : QIERFAERTM , 28 TMIFAETMN, N
FortiWeb {RiFE) Web BRSZZEEPEEFAT F W,
2. ALB % NLB : FortiWeb fR55=8RlimRIAEISERILIZ Application Load
Balancer Z£8! thBrJL 2 Network Load Balancer 284, % Network

Load Balancer BSiFH(EE. , i5215) Network Load Balancer BFigE. &

% ClassicLoad Balancer WEZ{=R , i5215 Classic Load Balancer FHF315

Fd

3. SRR - AT HESHAERTRERNTEXK , EAERNTAXEIE
FortiWeb Master 52 FortiWeb Slave 755 , FEBk Active-Active-
High volume RZBZ4ER, UNER FortiWeb Master T5 s HINEREE , ABA
FortiWebSlave TR BEIFHKA Master 5 , NMIRESFIIEES
A,

4. FERE - BN A PINRE D RIEZRRIPF LT FAE T W Web RS
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i.  HF_E, BKELEINEELIZ ALB K8 | BrTLIE NLB 2681
TP &,
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iv. HOE , KERNEHNERZEBERERIE

Web fRS528.

5. (M FFAB ML

FRMF. ZFMEK

B

ZTTEESTHHNT EC2 LAY

m5.large
m5.xlarge
mb5.2xlarge
m4.large
m4.xlarge
m4.2xlarge
m3.medium
m3.large
m3.xlarge
m3.2xlarge
c5.large
c5.xlarge
c5.2xlarge
c4.large
c4.xlarge
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c3.large

c3.xlarge

c3.2xlarge

RER LAY Bt T B

/NMI%SE FortiWeb EC2 SLAIRBINRZFRTITS, EINRIEFIFRIRIFAY Web
ARSSRR R B T,

o MNRFBRIPEIREN HTTP #5888 25Mpbs |, #2i%ER c5.large #18Y

o WERFFIPFFEN HTTP H.A 100Mpbs , #iG%RA c5.xlarge #18

o UWNREFIPEIFR HTTP #5889 500Mpbs , #i%EA m5.2xlarge #18Y

o WRF|AFRIPHRIEM HTTP FHEA 1000Mpbs , #ili%EA mb.4xlarge #18Y
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IR

ZEERER , TREEN T X IRIR.

£ Marketplace #1J[%) Fortinet FortiWeb WAF

AT EMA FortiWeb, EEEE Maketplace H1TiT5, BSoiEmbizitE:
https://awsmarketplace.amazonaws.cn/marketplace/pp/prodview-
fcc3nuw2vz7moz?qid=1591167253836&sr=0-

1&ref =srh res product title

# A\ Marketplace H#Y FortiWeb T1H, mEiXTimEmA LA [4AET 5] %4,

Fortinet FortiWeb Web Application Firewall WAF MRITH

FIATINET VM (BYOL
( ) [ mezessmns

LR SilverLining AR B WTARAE: v6.3.4

FortiWeb WebSIFIR5 K48 (WAF) {E{fWeb FIFIFIXMLISAGERI, S5 H0E Web “’;S"‘é“/’h

R, SEEMRENZEROME, RPETFWebtoEMARSEMNNS Bk N 4

v Show more & MEme D =

Linux/Unix 0 &iFie b

%

(=] [
= SR
FTieR W RE T SMRETRRIPXRESIEEEAER/F, Fortiweb
WebZFBEA XS (WAF) #BREIR(ASTAAYINARTIRE FTAIRIHE3 S iN5| =S

¥, FILMRIPWebR BEF R2EANT BMBARE.
- EASHEARTERRS, BFER, PE

EASERMEXNSTE, FortiWwebTILAMRE, HEBMERIPEAIWebR #, BEBHRTFANT RS,
FERFRBOWASP+ARE. HEFortiGuardIRIEAIFortinet Webfl « SFortiGate, FortiSandboxFISISc9M =788
BR2MS, FortiWeb URIPENUARFRLSRANS, EFE PSR, 19387 BRSPS
¥, BERM LS, DoSHE, SEISEMEE (APT) NTAME. TS

o (EAWAETREW, ARSI IRBRN,
BEAFFSD, SEREMNEAXEK,

FortiWeb$2 {4 iR #1241 5 FortiWeb 2 F B {4+a01Q S 1EMAVIHAE, TTIRIE
WEREGIEE, DOBRIHTEARFEEFENTR.

e v6.3.4
BREARA
L] SilverLining 3258 @ 2

Network Infrastructure (7
Security (7'

Linux/Unix, Other v6.3.4

Amazon RITERIR
=i [ERER] 4.
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2= . Fortinet FortiWeb Web Application
FERATINET  Hirewall WAF VM (BYOL)

< FRISEER iE

1T LR

HEBETH, BERENEEHERERENRR.

FRAFM

SilverLining ;&8 Offer

TRERHEIRTEERE N SRMSAUBOREE TN (EULAT, &
AREHRIA, BOTLNREERREY SE7SEMHREN, SHNLERR

BHBAERXHETSOER (SS0NECGRM) . O ERRSNERND
ERTEEC DN, WA RERLRESOHN,

TERERTHANGAHNEMER, EAFNE—TEANERRRER,

Fortinet FortiWeb Web it
Application Firewall WAF VM
(8YOL) Fortinet FortiWeb Web Application Firewall WAF VM
m3.medium ¥0
m3.large Yo
m3.xlarge ¥0
m3.2xlarge Yo
md.large ¥0
md.xlarge ¥0
m4.2xlarge Yo

. . Fortinet FortiWeb Web Application
FERTINET  Eirewall WAF VM (BYOL)
REEIEIEANER,

< FRIVEAR iE

1T LR

@A RANTEE AR, BFERESS—-LHE. RATHG, RISELR@ENE.

B3 reiESGs
SilverLining 5Z {58 Offer

BETHERAHEABESEBURAHARENRRIRNEN R AP ITAHHEULAZRILR.
BERENPTIURME RELFEECSHMNMES. SHORRMRAGAEEXERSOER
(BSENZIAHER) , B BSNEANEET EFHE, IRMGEXEDLERS

;S
= RaEH SHEM =RBM BIFIRE
Fortinet FortiWeb Web Application Fi ()
ortinet Fort el el pplication Firewal OIE&E GIKﬂE v BFisEEe
WAF VM (BYOL)
& Aws (hEl) S B Aaws (hiE) 6% R RSS #

URATWH R RIRE R,

,
=
L]

THEAME, FaiiRRBRrER AR < ERITEERE R,
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o Fortinet FortiWeb Web Application
Fi:ATINET woRE
: Firewall WAF VM (BYOL) :

BN REFIDAFTIRRERR. X

L

1Tliﬂ1kt$)\f¢

BEITHIRS. FEETANKKAEMHMEES, gl EEAOEHRERONRGE.

FAASM
SilverLining 7E5{& & Offer

BETTHIERFHE RS ER LR A NE BN KRN S B P T X EULAZTRILR,
BREBRIFILMRE  BLEATSHENMNE, SHBREMREABATEXLRSNEE
(BSEOZIRR) . B3 BENEBDUET FFHUE, SRMOAXEHIXRS
B,

=REH £3aM SMEE CIEIAfE

Fortinet FortiWeb Web Application Firewall
WAF VM (BYOL)

2020/6/3 N/A v BRITLEER

FortiWeb License {4

ZEAER , FEIERESTFEITXIERE FortiWeb JRS32E4EEZHT
License XXf4, FBHMNXLE License SR EIRRI_LEZIEFTIRG S3 FHEH
B, FHREIFERAY Prefix, BIa0 : 2154 License SUAHAFHITE S3 774
nxbuckets, Prefix (BB LAILUANZER) 7 license HERIEH. &%

HEWT :

T HERE BAYETETERE
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Amazon 83 > nx W > license

NxXm Il

ik

Q RAFSEHEMINREE, & ESC AiER.

L] &M~
(] [ Fvvmozomm:  p81.lic

(] [ FPvvmozcmm  282.lic

EC2 Z5A%Y ( Key Pairs )
ZHREBIRFERLT EC2 B4AX, EAHRABTAGE, AIFEAIZZ AN LUT

2 SSH B9 A & F % Fortiweb IR %25, CIEZ4AXEHET

EC2 > Keypairs » Create key pair

Create key pair

Key pair
A key pair, consisting of a private key and a public key, is a set of security credentials that you use to prove your identity when connecting to
an instance.

Name

The name can include up to 255 ASCII characters. It can't include {eading or trailing spaces.

File format

O pem
For use with OpenSSH

ppk
For use with PuTTY

cancet PPN
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RIEERE

LIRS BEEHNEETEHASIIEEENTSHARE (T8 ) KigaH
FERFEZENT DB =R (IR ) XiFFEBEET Fortinet FortiWeb 1%
SR WAF fBIRTIZE, ARRTIZEEAIFF ALB 2 NLB Szt =,
ANER#AE(ER ALB ( Application Load Balancer ) #1TRE2MHiEA , BILAME

AL T iEEERRI— CloudFormation HHLKEPENEEENHE

[ Launch Stack o)

UNERIEAR A NLB ( Network Load Balancer ) 1T RE005E % , oJLMER
LA ERIRIESE— CloudFormation HHREFZBIIEER N AR ¢

[ Launch Stack 0)

1. EEtE

FJFFAmazon Web ServicesEI=HE (MNRERRER | RRESE T
HEIERIHE , EREHAERG0E ) . JLEREHSG EARXIgE
PEAHEEEMRIXIEERE,
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https://cn-northwest-1.console.amazonaws.cn/cloudformation/home?region=cn-northwest-1#/stacks/create/template?stackName=aws-deployment-with-fortiweb-waf&templateURL=https:%2F%2Faws-solutions-reference.s3.cn-north-1.amazonaws.com.cn%2Faws-deployment-with-fortiweb-waf%2Flatest%2Ffwb-ha-vpc-alb-main.template
https://cn-northwest-1.console.amazonaws.cn/cloudformation/home?region=cn-northwest-1#/stacks/create/template?stackName=aws-deployment-with-fortiweb-waf&templateURL=https:%2F%2Faws-solutions-reference.s3.cn-north-1.amazonaws.com.cn%2Faws-deployment-with-fortiweb-waf%2Flatest%2Ffwb-ha-vpc-nlb-main.template

H T roate s o anaio FAZBEE STA A 47 h R B S e RS
- Cloudformation > HEtE > EliRigH

E1%
HERIR

B2y

8 M A

2. BEEFMEE

ECEEGENT

ellfed:: 257

FERF - HEBUR

EEIER

BTEREET—THER, RIRE—T JSON 3 YAML X7,
| O &ESME (ERT RS

HEEEIR

BURE—T JSON 5E YAML S, EXPHE 7 MR s R .

Bs

BIEEIRRE R~ Amazon 53 URL, RSB EMERM,

| © Amazon 3 URL

RAGSHEAY

LSRR

Amazon S3 URL

https:/) uth f .s3.cn-north-1
Amazon 53 Bl URL

S3 URL: htps:/) NI Loluti fy e.s3.cn-north-1

com.cn/waf/v1.0.0/fwb-ha-vpc-alb-mali

late

com.cn/waf/v1.0.0/fwb-ha-vpe-alb-main.temp

TERETNEESIMSHIE N | XESLFERI I LIE.

EREEETEIN ABOWRER.

#wiaTtdralRERR

EQtEFE
=

SEIm SRR

RaE
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Common Availabili 55#% FortiWeb fRSZ2E
configuration tyZones HENTHAX , NERPEK

F28 , BEEELHETE
AKX, INRFAFE1E, B
BRI
EOHPTAK,
Common Resource %273 =T RIRZ TR fwbha
configuration nameprefix | FIg%
Common S3 bucket TEH8 FortiWeb License
configuration name which | XHHIZERE (BB CHE
store Y S3 f7HEfE ) B[R
FortiWeb
license file
Common S3 key License X4 1EfFHEET
configuration prefix BEY9BIER ( Prefix)&g #R ,
which LA B RER, 15
store IERERFEMN"/" F15.
FortiWeb
license file

Common

configuration

Key pair name

TR EFENE
Xt , FF SSH &R

FortiWeb BRS3ES ,
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Network VPC CIDR #riE VPC g9 CIDR 10.0.0.0
configuration /16
Network VPC AETM 1, BFERE 10.0.0.0
configuration Public FortiWeb /24
Subnet1
Network VPC NETFWN 2, AFEE 10.0.1.0
configuration Public FortiWeb /24
Subnet?
Network VPC BTN 1, BFEE 10.0.3.0
configuration Private IR Web fRS3E: /24
Subnet1
Network VPC BTN 2, BFEE 10.0.4.0
configuration Private IR Web IRSSEE /24
Subnet2
FortiWeb FortiWeb ARTTERSZFF BYOL 12 BYOL
configuration Image =
Type
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FortiWeb FortiWeb Image | FortiWeb &#ThR74s LATES
configuratio | Version T
n
FortiWeb FortiWeb TBTRIESZRIFAY HTTP Cs.Lar
configuratio | Instance type R BT Tk R BY ge
n
FortiWeb FortiWeb #8%& FortiWeb fRSS=REL | 2
configuratio | Instance Count =, 15RRE S3 1§+
n License XIHEERTEF

TiZEE
FortiWeb FortiWeb FFZESR FortiWeb %t
configuratio | Admin HNZL, B1E  BioH
n password BOAANE | ¥

BT F @1%*#7&

IXEAFIRF T
FortiWeb FortiWeb FortiWeb FAEIRS IR 8443
configuratio | Admin Port |
n
FortiWeb FortiWeb Http FortiWeb F{&RiF web 80
configuratio | Port server B9 Http tim¥im
n
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FortiWeb FortiWeb Https FortiWeb F{&Ri web 443

configuratio | Port server B9 Https tim¥im

n M

FortiWeb HA | FortiWeb HA FortiWeb HA 185 , & active

configuratio | Mode B] FiS1EHE active- -

n active-high-volume #=zf, | active
high-
volu
me

FortiWeb HA | FortiWeb HA FortiWeb HA Group 4 FWHA

configuratio | Group Name R Group

n

Fortiweb HA | FortiWeb HA FortiWeb HA Group ID 30

configuratio | GroupID RE

n

FortiWeb HA | FortiWeb HA FortiWeb HA Override disable

configuratio | Override 1B

n

BUNEcERENT

TopsRyy DoBEZETERES
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Availability Zones: 15i%#% FortiWeb IRSSE8FFEM RTAKX |, iHSEHNT A
X. (GEWMRITHIREEE 1 & FortiWeb JRSE=S , BFEEIEZFERIMTAHKX, )
BigEERTFEXE , #i%RE cn-northwest-1a & cn-northwest-1b , a1 F

Availability Zones
The list of Availability Zones to use for the subnets in the VPC. The HA Auto Deploy uses two Availability Zones from your list and preserves the logical order you specify.

Q|

cn-northwest-1a

cn-northwest-1b

cn-northwest-1c

Resource name prefix: ZEHERRBIRAIKHEEXIRRFF , &% 104
T REAAEFE. \EFSNHF, BAKER 10, 7 :

Resource name preﬁx
A custom identifier as resource name prefix. Must be at most 10 characters long and only contain uppercase, lowercase letters, and numbers. Max length is 10,

fwbha

S3 bucket name which store FortiWeb license file: 77 FortiWeb license 3

4RY S3 FFHETBRYRTR

S3 key prefix (folder) which store license file. For Example: license/

S3 key prefix which store FortiWeb license file : 7f& FortiWeb license XX
489 S3 SXHRISR | IEE: BIRREMAELL ) FRIAE

53 key prefix (folder) which store license file. For Example: license/

AN

Key pair name
Amazon EC2 Key Pair for admin access.

ningxia v

Network configuration:
1ZHRE FRVERE LR |, FortiWeb (IFABFM , ME{RIFAY Web Server I

SEEAME TR, T~ RIS AREY , FEER A AXE %E&E:.;.TE .

Page 20 of 41 Eoimii
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(AIMRBTFM , BIFABETM )

FortiWeb configuration

Network configuration

VPC CIDR
The CIDR block for the VPC.

10.0.0.0/16

VPC Subnet1

The CIDR block for the public (DM2) subnet located in Availability Zone 1
10.0.0.0/24

VPC Subnet2

The CIDR block for the public (DMZ) subnet located in Availability Zone 2.
10.0.1.0/24

VPC Private Subnet1

The CIDR block for the private (Fortiweb) subnet located in Availability Zone 1
10.0.2.0/24

VPC Private Subnet2

The CIDR block for the private (Fortiweb) subnet located in Availability Zone 2

10.0.3.0/24
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FortiWeb Image Type: BF+EXHAY Market Place R7#% BYOL fLicense #&x, ,
FELXi%EﬁT%%ﬁMEO

FortiWeb Image Type
The type of FortiWeb Image.

BYOL v

FortiWeb Image version: iEIERERAE LATEST

Fortiweb Image Version
The version of FortiWeb Image.

LATEST v

FortiWeb Instance type: FortiWeb IfESZIFHISCEIZERS 19 7 , SIRIESLR
B SIERINEL,

mb5.large
m5.xlarge
m5.2xlarge
m4.large
m4.xlarge
m4.2xlarge
m3.medium
m3.large
m3.xlarge

m3.2xlarge

c5.large

c5.xlarge
c5.2xlarge
cd.large

c5.large A

FortiWeb Instance Count:FEEZPE/Y FortiWeb B924&2, TREaEN 2, LA
SIS A,

Fortiweb Instance Count
Number of FortiWeb instances in the HA cluster. Minimum is 1. Maximum is 8

2
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FortiWeb Admin password : ABF&8E FortiWeb fY admin A EREIEED
PHREAR/NETE, KEFE. HF. HARFFS@SI%* 4, KEXE 8-
16 NFR AL

Fortiweb Admin password
The admin password for deployed FortiWebs. The password needs to contain lowercase letters, uppercase letters, numbers, one of these special characters "$ @$!%*#?&", and
the length is between 8-16,

FortiWeb Admin Port, F] LU 3% 8443, 8080, 80 =%, ZRiIAILIF 8443:

FortiWeb Admin Port
A port number for FortiWeb administration. Use 8080 for HTTP access and 8443 for HTTPS access.

8443 A

8443
8080

80

FortiWeb Http Port:

FortiWeb Http Port
Receive HTTP web service traffic through this port. Minimum is 1. Maximum is 65535.

80

FortiWeb Https Port:

FortiWeb Https Port
Receive HTTPS web service traffic through this port. Minimum is 1. Maximum is 65535.

443

FortiWeb HA configuration :

FortiWeb HA configuration

Fortiweb HA Mode
HA work mode.

active-active-high-volume

active-active-high-volume

active-active-standard

active-passive

FortiWeb HA Mode , 1% 81%4% active-active-high-volume &=
Hifth HA t8XECEIRRIEOAME , THEEX.

SHIRETNGE , R N2, FAE N SHNEEEREIRERIA | BiER
T .
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FortiWeb HA Group Name

HA group name, must only contain uppercase and lowercase letters and numbers. Max length is 19.

FWHAGroup

FortiWeb HA GroupID
Type a group id that identifies of HA cluster. Minimum is 0. Maximum is 63

30

FortiWeb HA Override

HA Override.
disable
2. 2RI

FRIFREE

CloudFormation

B4
R

24
REEEIEES

B34
Tie BEHRET

Bay

Wi

iR

3. BZATS

ety
fic B AR

wE
BRI AR R A T P B RARE (R(EX). STERRS SN so MH—FE. TRES, 2

R
%a: Ll igaa&mix CloudFormation YIS, SHMMIHERTNEE, WRETEEMS, CloudFormation RARIEMF RIZEAIR

1AM S - A%
%32 CloudFormation FIF7EHERE ERUTRIFHRIFR 1AM B8,

IAM BBER v v

BRI

BRI HAR IR MM ANETS, MEMEASERE. TRES. 3

> R
BB TR A 1B S B RE.

> ERRE
LRI B F AR BN CloudFormation B8, MRIEEER THREE, CloudFormation 2BHEIR. THES, 2

> EALED

> iR AR

T—2HEEIAT | FZEI/ NP REBERIANS AT LURFRUAME) , Faits
[EHIRNANEIRE , ZfamE "BIEHEL"
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ThEE

@ The following resource(s) require capabilities: [, ::CloudFormation::Stack]

BEXBE B EXRBREGN AWS PR RE—H, TRES,

BWA, CloudFormation B]ERIIRALA BB X2 1AM Z,

HASIREE Identity and Access Management (IAM) 35, KREENEEIRE—MXLHE, ONAEMBAORMER. W, ©NE

T AR, CloudFormation FJREME— P TTiEIRBIAYIHEE: CAPABILITY_AUTO_EXPAND, HEHXLEZHAIINEE.

REA, CloudFormation FJHEM LA TINAE: CAPABILITY_AUTO_EXPAND

BWH

4. HiFHEEUEE AT

(s | [omean | TN

&8I Amazon CloudFormation Z=HI689 [IAE] 5IhEEH#HKAVIRES

, FREG LS RRFHRHEFRE.

L1

& i (6) ] fortiwebwafstack
nume | e mE | WE PM WA EEN
T © nanR
‘ uE0)
o Q
UL 910

.-----!-

2020-05-20 18:44:48 UTC+0800 fortiwebwafstack

no KOWE

REWERR=" el 5ehk , TR , FARAHIEIZEEMAY

15RRP5eRk CloudFormation HEARAIBIEE.
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CloudFormation HeH fortiwebwafstack

B 14 (8)
Q

Ep | © LEBE

% 4

for k-StackC es-U0
XDQHMIX00T

2020-05-20 18:48:39 UTC+0800

(@ CREATE_COMPLETE

BE

for k-StackC 21
WUFSVIBAF92

2020-05-20 18:44:54 UTC+0B00

(@ CREATE_COMPLETE

fortiwebwafstack
2020-05-20 18:44:48 UTC+0B0D
(@ CREATE_COMPLETE

5. EEHREIR

fortiwebwafstack

HHEe uer L2

B (38)
Q

L)

2020-05-20 18:51:20 UTC+0800
2020-05-20 18:51:18 UTC+0800
2020-05-20 18:51:15 UTC+0800
2020-05-20 18:51:14 UTC+0800
2020-05-20 18:51:14 UTC+0800
2020-05-20 18:51:11 UTC+0800
2020-05-20 18:48:39 UTC+0800
2020-05-20 18:48:39 UTC+0800
2020-05-20 18:48:39 UTC+0800
2020-05-20 18:48:39 UTC+0800

2020-05-20 18

:39 UTC+0800

e Lt

%% 0

fortiwebwafstack
StackCreatelnstances
ElbV2HTTPLIstenerFwbHa
ELbV2HTTPLIstenerFwbHa
ElbV2HTTPListenerFwbHa
ElbV2LoadBalancerFwbHa
FwbHASecurityGroupEgressinternal
ElbV2LoadBalancerFwbHa
StackCreatelnstances
FwhbSecurityGrouplingressAllowedTraffic1

FwbHASecurityGroupEgressinternal

we

@ CREATE_t

@ CREATE,
() CREATE
(® CREATE
(@ CREATE
(©) CREATE,
© CREATE
(@ CREATE,

@ CREATE

(©) CREATE_

(@ CREATE

wEhiEtRERE [HR] 78 JUERIXMEREIRNFERIR.
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CloudFormatico 18 O fortiwelwatatack
2 HH (8) C |
Q

an v | © TEeE .
R
Tartravbwalstace-StackConatebmtances- U0
XDQH!

2020-05-20 16:43:38 UTC+0800
© CREATE_COMPLETE

R
fortrwebwafstack-StackCreateNewvPC-1E
WUFSVIBAFG2

2020-05-20 18:44:54 UTCHO800

© CAEATE_COMPLETE

Tortiwebrwafstack

2020-05-20 164448 UTC+OH00
@) CREATE_COMPLETE

-m L
=
r:

ISIEIRIR

fortiwebwafstack
BHES L L3 L b E 1)
iR (12)
Q
R’
TIbVZHT TPUstenerfwbHa

EIbYZHT TPTargetGroupPabHa

£lbv2LoadBaancerFwbiHa

fwhHASecurtyGroup

FubHASecuriyGraupFgressint el

FubHASecurityGroupingressAdiminaceess
FwbHASecurtyGroupingressintermal

FwbHASecurityGroupingressSSH

L

e mam

L.l v
" s

13 Uzzener/app/futhasloPwb-

058555575561 by su21

s

1 Rargetgroupfwbha-HTTPtgFwb-
m&ﬁﬁlmss-ﬁnaﬁ

. mmfoadbalancer/app/fabnas
olbFwh-edS 33590/95 76b1 bédBedscic

15-010afdecdebs22a2b {4
fortrwebwafstack-
FubiHASeeurityGrougFgrnstntvral -
ISTEUIRIAZIW

Pt HASecurityGrouplngrossbdminAccoss
FwbHASECUrityGroupingressintemsal

FubHASecurityGrouplngressSsH

a8

sHlasticLoadBalancingv2:Listenes

tlasticLoadBalancing V2 TargesGroup

ixHlasticLosdBalancingV2:iLoadBatancer

LS ecurityGroup

€2 SwurityGroupFgrss

LEC2:SecurityGreuplngness
SEC2ZiSecurityGroupingress.

EC2SecurityGrouplngress

*

© CREATE_COMPLETE

© CREATE_COMPLETE

© CREATE_COMPLETE

© CREATE_COMSLETE

© CREATF_COMPLETF

(©) CREATE_COMPLETE
© CREATE_COMPLETE

© CAEATE_COMPLETE

BE EC2 EEHAIIEIE , HA EC2 FHEINE , BECEMAINEIEIFRY EC2

S,

@ New EC2 Experience SRR ~ e v
Tell us what you think
EC2 Dashboard New A search:tw  |BI0PIR (Y
1% New
¥ ” Name = 1D - EERE
L
fwbha 1-027ac3ez ™= c5.large
L)
fwbha 10615325 wmm c5.large
v EN
xH
EA L
BRI
Spot i3k

MR
cn-northwest-1b

cn-northwest-1a

RART RS0R
@ running Z EEY
@ running © 21NN

WRRT 239 DNS (IPv4)
x % ©02:68-79-18-230.c.
x % ©c2-161-189-79-22

1PVA 229 1P
68.79.1 "M
161.18umm

L BFRILUZE VPC, EC2 ZHEFR & H0iE4]5

0 veCc AIFM -

® Name - VPCID - RE& - Cidrig IPv6 CIDR
@ fwbha vpc-02de212e21632cdf8 available  10.0.0.0/16 -
VPC: vpc-02de212e21632cdf8
Description CIDR Blocks Flow Logs Tags
VPCID vpc-02de212e21632cdf8 Tenancy
State  available Default VPC
IPv4 CIDR  10.0.0.0/16 IPv6é CIDR
DNS resolution  Enabled Network ACL
DNS hostnames  Enabled DHCP options set
Route table rtb-054a16d67632a8790
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DHCP options set

dopt-d9dd22b0

default

No
acl-022bfbd27842cc74d
dopt-d9dd22b0

TS BERHE

~—r

(Console) FRE_EHMERIZATIR,

Main Route !

rtb-054a16d¢
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PIANFR © D AE F RN A 7
BRXH - BRE v
( " search : vpc-02de212e21632cdf8 i Q 1
Name - XfID - SRR - HAR - KHRE - REHE - RERRE
fwbha i-0a727890ec0Ob5f8e8  c5.large cn-northwest-1b & running O 2TKREE... x
fwbha i-0d7172a26bcaa95ea  c5.large cn-northwest-1a & running Q 2mKEE. £

F—4 : 8IEENginx IRS58s :

BIEERA Nginx FRSEIEABRIPHIEHR Web RS , AXUBERES
RS EE Nginx , £ ec2 B console %R AMI, |ds "IBa)" 1%

BAAEN v (O search:nginx } @
@ Name ~  AMI B - AMIID - R - WEE - AR - RE
- nginx server ami-O0ed65e8a4f847ce2f 846468079212/... 846468079212 ETR -] available

BR{%: ami-Oed65e8a4f847ce2f

WHER PR RE

AMIID ami-Oed65e8a4f847ce2f AMI ZFR  nginx server
TER=50 Nginx ARSSE8RT , BILUEIT user data FEBLEERLE Nginx RS
=N
#!/bin/bash
sudo yum update -y
sudo amazon-linux-extras install -y nginxlsudo

systemctl enable nginx
sudo systemctl start nginx

FERIEASRERIZEE | ERIIERAE F M350 Nginx BRS388 | 1% F WAY
AMEREETE , WIRTEOIZESLHIRNEERE private subnetl 5 private subnet2

FM, REIEOT :
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1. 3%&$% AMI 2. EFRSLHIAR 3. EEH 4. FROOTERE 5. IR 6. BER24A

SR 3: BEEXIBFAESR

7. W

EEIFMERREHT/R. EAMME— AMI LEFHZ 16, HR Spot LHIMFIBRENRE, AXF/EFOEEREES.

SRR

W&

%

FH

BRSEAR IP

Emea
BEME

IAM 88

RERIE
fS1E - fRER{TH

Page 29 of 41

i 1
i &R Spot 36|

i vpc-02de212¢21632cdf8 | fwbha

4 C smzvec

i [subnet-Odeaed54200085aa | fwbha-PrivateSubnet?2 [va

251 4™ IP it T A
i ERFMIRE (FA)

i BEAIRINE BWREFA
i Edkas

ERTFH

Y C sIRinaBmg

U %

i ik
i BB DTSN IETRER

) C lEyim IAM e

-
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3T web R&5 %R, BMEMRTEZRETNREY,

web AR%S, FFM 22 i AT SSH A IimIE &R -

HR 6 EBERSE

ZZ IR 80 s 2t

RSER AR, ATRMWSNXAORE, ERNEL, STUSNRANRAFIRRBIACORIM. MU, NREHDIAE— Web RS, A Internet MMILAGRIRXE, WHRM

1ERIAYRRR AT FRMBIETHE) HTTP FI HTTPS KO, @FIMMR— T HRSEFNTHmEE—TRARSE,

SERME: R THORSE

R24 1D

$0-0a7f8188a8e00856b
@ sg-0d9da01bScd0f4b79

O ER—TRANREE

FX Amazon EC2 REMMMER, WS TRES",

£ sk RIE
default default VPC security group EHEFAE
fwb-alb wht ityGroup-10BSYLZXSU179 FortiWeb security group SFFRE
_N_N=]

$g-0d9da01b5cd0fab79 A\ 5N (FTERYR24E: sg-0d9da01b5cd0fdb79)

KR
HTTP
kb
SSH

28
TCP

IWOEE FE
80 0.0.0.0/0
28 10.0.0.0/16
22 0.0.0.0/0

3 S
IngressAllowedTraf...
Ingress

Ingress SSH

LI e Bl W ERFIS )

FERE LR EIRLF Nginx RS 35/, EICT T IX Ngink FIRAE LK 1P Hidk,

B : FeEFortiWebiEIn

1%6+E FortiWeb B9 Master T

EoHA EC2 R A , BFEHEP -8 EQRE [(fnE] .

C, search:fw AINTERN

Name ~ | ZEf ID
fwbha -027acid
@ fwbha [-06153. Sinkier ™

581: | 1-061532558ba75bb4d (fwbha)

#R | RASHE | RE | RS

RIARE R

i

Name
fortiwebwafstack-instance
group-id

ha-role
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ch.large
ch.large

A% DNS: gm

~| SEpIsE

- AR - RIS - A - RHERES 429 DNS (IPvd)
cn-northwest-10 @ running @ 2OME.. & "% ecEl HEE

cn-northwest-1a & running o 2RE.. & %% ec2-H H

n EEE EEE E-1.compute.amazonaws.com.cn

-4

fwbha
fortiwebwafstack
a0

Master

- IPvd AHE IP = IPv6IP

W 230
3.226
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CloudFormation HERERTIZEEAY FortiWeb 89w (5140
https://52.82.4.168:8443 ) , T ERESEIEFIETS | [E2HENLEEE

1Z EC2 AW

&, @i,
BEfE Master (IR DiEfT. BobRE "R H&E. IERF

IPHEtE (G0 FELAERRR ) .

TENSEEEMIA « https://[FortiWeb FYEREY ip BiE47]:8443 XN 2752

)
< C AFRe|(1m

EZ

INVALID

61.189.79.226;
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ZENEERHE AR FRIERNEATL. MAZEERHA FortiWeb

RYETESE,

EEE , Fotiweb fUEEEFIEH admin, ZBREATE QIR B AIES
“FortiWebAdminPassword” Friai ABIEFFER,

< C A F%x=z

B Egog4

CE =

| £+ System
Status

Policy Status
Network
Firewall
Config
High Availability
Admin
Certificates
Maintenance

|4 FortiView

& User

B, Policy

&5 Server Objects

+} Application Delivery
& Web Protection

2 Bot Mitigation

| admin

]

Password

== Add Content

HA Status:

Cluster Name:

Cluster Members:

Serial Number:
Operation Mode:
System Time:
Firmware Version:

System Uptime:

Administrative Domain:

FIPS-CC Mode:
Log Disk:

Database Status:

B YFIAY HA Status B2 Active-Active-High Volume 1Rz

Active-Active-High Volume [Configure]

FWHAGroup

FortiWeb/FVVM010000202603 (MASTER)
FortiWeb/FVVM010000202604 (SLAVE)
FVVM010000202603

Reverse Proxy [Change]

Thu May 7 23:58:05 2020 [Change]

FortiWeb-AWS 6.32,build1063(GA),200415 [Update]
[0 day(s) 7 hour(s) 33 min(s)]

Disabled [Enable]

Disabled

Available

Available
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51 = — — AR = A
FEANEP RN EESCR S B TIES PEEF
. . A . .o .
[Admin] -> [Setting] -> [Language] %&#%E Simplified Chinese,
£+ System v | Administrators Settings
Status >
Network 5 Web Administration Ports
g HTTP 8080
Firewall >
44
Config , | HTTPS 8443
HTTPS S tificat
High Availability < S Server Certificate defaulthttpscert v
- 99
AT v Config-Sync 5
Administrators
Timeout Settings
Profiles
Certificates
: Language English
Certificates > | Web Administration v Simplified Chinese
Maintenance > Japanese
S Traditional Chinese
Mk Fortiview > | Password Policy
e 2 ® Minimum length 8 (8-128)
B Dalicv N

TEFAMSECEXITEMAY web ARSSEZFHTIHF , LIRN AR RAVKRISECE

B SCNAIDRISKERERE | IRS|IRIRS [ EMUIRS S | EREEMIRS

SERRE |, MY ARBFR , &0 virtualserver1 , Zjg=asE "TIA" .
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& A% > | = HmNAE
| FortiView >
& BF | REER
B, R > | HARE: A [RH]
IE B HNIR Y oEme: Fortiweb (2]
SR Y mms: FVVMOOUNLICENSED
HENSN BITER: RERERER (Ex)
it
Fada): Mon May 18 18:07:36 2020 (B 2%]
REBFENT
BfFARA: FortiWeb-AWS 6.32,build 1063(GA),200414 [ 5]
RN
SEATAE): 4 H 12\ 56
HITPRBI RGBT 6] [4 B 12/)\8 56 53]
BIPHENE R RAEM)
B FIPS-CCHst: A
2R 3 A a: Q)]
X-Forwarded-For BIRERTS: Rl
o [ R R >

mir [FrE] &4

5 | FaeE | mEe

# BiR
FHECERE

YREBREINARSS 23

B virtualserver1

fEiA BUH
52 | [FsE | prms
ID {EREOIP EO/BHIF
KHEFTESE

SehkfE , R TE +ETE"  BHRIERE £ "ED"T %R "port1”

R BN RTE
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JREBE RSS2 IN
ID auto
fEAEAOIP
O portl v |

o

REPIRS SR EZRRIREN

RIBRIABRSS 23

2 virtualserverl

BUH
I 4-#i2 | AR | AR
ID fEmEOIP BO/BMIP K&
\ 1 BA port1(10.0.0.154/24,::/0) =]

TEEEEN , EERBRORIERERSHE TIRRSH TNt | it
RPN ETES. BAFEEIENRE |, MATEERE , ERRSS/
TEISEL | EEREIYE (SIIRENSEENFERIFIIER ) B BRS
7 (EEHEG Web RS328) , mE "HIL" .

o R4 s | smREm
|4 FortiView >
&P i 2 hostpooll
B s | B ik
wm [ wamr |
| s T emsanmne PYTTY nason
e Y mssmEns (%43) - e
MEESS R w0 -
EE SN [ oz e
BEBEENE s ] wiomes
RN
HTTPRE A T AH
RIPRENZ - ik || [ 484 || p MER
RS | ID 1P/ 5% R o HTTP/2

P | FHEIEFE

g
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ZfE R R EAENIBRNGEERE | AMRERERE | A ERTE
RSP ENIAY 1P, & BN

AR EABAN

ID

U m|
EERREPR

RE

BERSB/FENE
RSBFENERR
DRSS ER

RERIHIN
HTTP/2
SSL
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auto

=N 2R RS

B ==

0.0.0.0

80

0 (FFRER) (0-1048576)
F/TIm AR5 AHIRAH RIESEEL . SN OLUBE SRR,

1 (1~9999)
DECHE R Z BRI IR E-EEEA 5 BRI AT

©

@ ]

YXTETE R, REHBRMIRSSHBLEENE, XTHREHIGIENRIGHIRS #EH.
>

©

®

JE B SSL/TLS FortiWeb AL 3.2 RHIEE
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Y ~ . o
ZIEHORHRINZE Nginx SLEIRNFAE 1P it , BEBEW TEFR~
& R T E
| FortiView >
amr s & hostpool1
X 5| e e
= x
N — U wmswnnne wmss [EL)
i V| meusEnn (48] )
el MWK s -
S e [355%) e
S BT - prEen
N
HTTPRBEE M
RIPRENS Wik | [ e
s ™ P/EE | RS | WO | HTTRR RIS BT BB TR GHBSE | SsL
= 1 100278 BA 80 i 2 "M "R
| 2 100,340 BA 80 ®m ) ®m A

X-Forwarded-For

EIFE web (RIFAE , BB FIEIEIE  "Inline Standard Protection” -
Recommended {38, &R , ZHEE Fortiweb BHHIFFERIARIAIN |, &t
ATLAELCER BT R,

& R4 >
|4a FortiView > | e#iiR  [A®E | mMR | @WK | [mES
& Ar # B REEE
I& B v 1 Inline Standard Protection (/] aecommennin | BHR
RS SRR 2 Inline Extended Protection BA
3 Inline Alert Only BHE
4 Inline Exchange 2013 =)::]
HRE 5 Inline Exchange 2016 2R
= BEBRIR >| 6 Inline Exchange 2019 BA
B vl >| 7 Inline SharePoint 2013 =)
& WebfiP 5| 8 Inline SharePoint 2016 BR
2 MEBARSP i 9 Inline WordPress =1
10 Inline Drupal B
S APIB5HP >
U DoS{RIP >
Page 37 of 41

AN

Standard Protection

TEAE]

Extended Protection
Alert Only
Exchange 2013
Exchange 2016
Exchange 2019
SharePoint 2013
SharePoint 2016
WordPress
Drupal
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EEIOKBEORIERR | RIB—IRSEREE , R "+FE" | HARKBEIER
H, WARER, BEEIN "BIRSE/EINE" | ISEREIIRSES (7
XE# ) FENE (BIXEZEIR ) , F "REIRE" 89, "web (RIFM
B AR FARRIFRE | SR http BRSHITIRIP. RIEAESS |
A ERIRIFRES, NXABERRIFRAERIP/M, &% "Inline Standard

Protection” ., EH

1ZASEEBENEFFEEIARY WAF FLI,

& ARG > | FEREE
| FortiView 5
& AF : WM&z E
| % o | REERIR nginxserverpool
AR 25 B3RS L= B— RS/ EN -
Web{RiPH156 EHARSS 2% virtualserver1l v ®
it hostpool1 -
BLRDRE DSWOD 10
= RBBVIR >
BARIPAIEN R [5%#%...] v e
& N FARER 5

EFIRAZIIPO O
& Web{RiP >

2 NBABHP , | HTTPEES v [%52...] A

[EIERFRELRIPHE. .. ]

= APIESH 5 Inline Standard Protection (3#7)
i HTTPSBRSS Inline Extended Protection
U DoSfRiF > . — Inline Alert Only
HTTP & HTTPS i
B PRSP 5 Inline Exchange 2013

Inline Exchange 2016

[mi:h > < Inline Exchange 2019
_ . REE Inline SharePoint 2013
= #Ess) 4 . Inline SharePoint 2016
AR @ .
Q@ LR N Inline WordPress
Syn Cookie @ ) Inline Drupal
Iﬂ EF\E*{HE% > AWYNW(-E .L.nk~-+ l r4do 1 -_— -
Z|I, FortiWeb Bt BFemk.

FB=4 : WIFIEEwebigK
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MiiAE , FEXILSEE A Application Load Balancer B9i#43.

WNRER Nginx BT , XA BIERERRIT ALB jUiEA , 23
FortiWeb & BEH B INEE ZEZ{FFPAY Nginx web JRSSEE.

Welcome to nginx on Amazon Linux!

This page is used to test the proper operation of the nginx HTTP server after it has been installed. If you can read this page, it means that the web server installed at this site is
working properly.

Website Administrator

This is the default index.html page that is distributed with nginx on Amazon Linux. It is located in /usr/share/nginx/html.

You should now put your content in a location of your choice and edit the root configuration directive in the nginx configuration file /ete/nginx/nginx.cont
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Web Page Blocked!
@ The page cannot be displayed. Please contact the administrator for additional information.

URL: = ®g/cmd.exe

Client IP: m mm ®0
Attack ID: 20000008
Message ID: 000000001074
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1E FortiWeb Z3epkINIG , ESLAEREM WAF ZeMNIFERRE. IS

8, BEREAEERA SN T USRS AER ? AFRSEESEMTEN

TUAT/NHMERZE | EFHEER.

HEME | WAF EH72 HEHN 1D

1 ELR k2 4@ FA I GeneralWebSiteProtect
2 SRR BRI NSsn | Anticrawler

3 R OPAG T O S PAnaE = ProtectHotlinking

4 TR ML S RV Z 2 Bh ProtectECommerce

> $XIRIFIE DDoS IR ProtectDDoS

HRERWT :
}— source

| L— lambda
| }— cfnresponse.py [Python - Lambda XEH{E]
| L— index.py [Python - Lambda i EC2,5¥\ Userdata# i Fortiweb active-active #3f]
L— policy [FortiWeb 7S]
| |— AntiCrawler [RIR=7%]
| | }— AntiCrawler.txt [RMBHiH AN ]
| | L— ReadMe.txt [RMBh i {5 A ST#4 ]
| |— GeneralWebSiteProtect [ERRISRIPHSR]
| | |— GeneralWebSiteProtect.txt [ERMIERIPHRAN]
| |  L— ReadMe.txt [E AR RIS (8 R 3]
| |— ProtectbDoS [DDoSHRIF 5]
| | |— ProtectDDoS. txt [DDoSIHRAM ]
| | L— ReadMe.txt [DDoSH 5 R IEAXH]
| |— ProtectDatabaseBruteForce [iErE R R
| | |— ProtectDatabaseBruteForce. txt (iR rE R R AN ]
| | L— ReadMe.txt [ e 5 2R (2 S
| |— ProtectECommerce [RBFBSAMIERIFHR]
| |  |— ProtectECommerce.txt [FF SRR RIS RN ]
| |  L— Readme.txt [RRF RS A MR 15 RS
| L— ProtectHotlinking [MmBs#E5R]
| }— ProtectHotlinking. txt [T RS 22 BE 15 SR AN ]
| L— ReadMe. txt [P TRR 28 7 2 {3 A 34

AZIBEMGitHub Repository & https://github.com/aws-samples/aws-

deployment-with-fortiweb-waf,

WEISA
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HEMNSAEE([FEA SSH Inf2ERE FortiWeb IREBEEFHEA., 1B FE
/source/policy/ BFE FRIXAE |, IRIEEEIEFE RS,

FIEMERRICRAIIFE #H A /source/policy/AntiCrawler B, FortiWeb R53E8
A9 IP #BHER 161.189.x.%, 1% EC2 FYZEANYZ zhy.pemiBHITUI TAYAE S

ssh -1 ~/zhy.pem admin@l61.189.x.x > /dev/null 2>&l <
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