Amazon Transit Gateway with Shared VPC in Single Account
Quickstart

#:F Amazon Transit Gateway [ 5. —IK 7 L5 VPC PR HEE AR 7 &

A5 RS — AT HIK ' £ Virtual Private Cloud (VPC) LA Amazon Transit Gateway %
D4 M) CloudFormation #hi, %08 TGW F1JL= VPC B 1kt1t, FEWi IDC f1£ = H
EIE

—. TENE
1. FRER

TE M K] Amazon Web Services iR SE &ML FEA, I RESHIGE U0 F in) &

TR APkER HWEFTR

- NE A FIMILIZE IT R245; - % VPC M B8 AR5 S &AL H R g

- KT 5 = 5 v 7 & SR AE VPC N

- IMITF K - R FIREE T, NAREATT I

- FOVFHL N S B R B ok 3 AT ZE -FER S MRS PRI 22 R T]
- VPC Peering R BEM N HLBK, ABed—
B SAE

- N FH B SR M LB 5 ] - VPC H MANE H. 1M 15 7] 75 3K

RIS HE A, WEB BRI | - TR S APL Ui TR
FI, WP BB T, U8R WEB i

%4510 API 15 1]

-IDC 514 BIF E A - Site-to-Site VPN 75 3R XF#2% IDC

- 21 2 8] T EE A L - [V 28 A8 F s FH 7 KBS A X 2
TSR N EIEV N, HE R
DN

- ] 75 A 1] - P B N

- i R TR B EN R GHATHE s - AR

R R, ERIKFVEEN, TTPAKRAZ VPC Ml Transit Gateway HEIERHITEZ, FF HK—
N VPC € SUNFEERRS VPC, ZH 34E 58 1 R 45 28

2. Transit Gateway ZH PR &4

Transit Gateway A WA, —Fg e EER, —M2a T B =Rt
FVPC #3. K E Transit Gateway #fF St L 5e A ARIR], XA T H 42 1 e v A
[



PRI A0 T B s

e

EC2 EC2 EC2
Subnet 1 Subnet 2 Subnet 3
VPC 1 VPC 2 VPC3
10.1.0.0/16 10.2.0.0/16 10.3.0.0/16

Transit Gateway 1
Region 1

VPC 100
192.168.0.0/16

Transit Gateway 1

\ Region 1

Full mesh
SHEBEWEFHSE

Shared VPC

BHZREARS AN
R EETIEMESREIIER

AT BRI RIS VPC B, A7 I B TR .
3. BERZEN

ARG TR

%\? -

Wy B | By B

[ e
I buinaomz 1] Prvae etk
. o it
& i
------ Sh®
VRN VPN RE =t
,,,,,,,,,,, e
Bl
— T |
e =
& = | | e |
bt | M e @ B
s 2 | ‘
mq- (S]] wwmsz awun ([S] wmnz e =] o =
e 8 B —

umu

CES

an

@mx

B

@

ull

b

[ s2nmi w
i ; o
: il ! :
: ; @) B
H )
T ] s ;
1 e TS |
! msmWAN H =i
i |




AT RN 4 A VPC, HA =4~ VPC 1E k5 VPC, —A> VPC 1E ML Z RS VPC,
VPC 2 [ali#i TGW EHc. 7EUL BEEM B, A 5882 = S IDC it 7, 16
AT %] CloudFormation #& i B AL &5 — 3897 o

TN TR E
1. BIRAEE

bk —EFH M E TR, A EEGE 4 > VPC, £4 VPC B5 2 4~ NAT &, 4 4
FWSAGIE 2 A AZ, F£H N NAT RSCAIBRAR AL AL EIP. Kk, FEMERIA T a7, Eil
HEAYHEHTH, $FH41F Amazon Web Services FR#i:

o EFHHA Region LI VPC i, MBEUIAR 5 $2F4-3] 10, 1E#f Limit 288404
VPC, EFEXT[H region, %P Limit 4 F5/& VPCs per Region, HIEHI limit 4
10,

o PEFHHA Region SV EIP &, MERINRY S #2220, #E+F Limit 288408
Elastic IPs, XN region, i&3% Limit 4 F5/2& New VPC Elastic IP
Address Limit, HIE#INEEN 20.

HUE G, #2JLANNSRAG s . BURI O aafs AT 58 W R B4 58 A 20 BRI T
Limit [R#, £ CloudFormation B T 2 R7nE B i K VPC B R, FHal
R

2. fER LA
M Wiki FFREUE RN, 3B CloudFormation Hutik. a0~k &



AWSKPERBRT BHRPO

GCR Solutions

Transit Gateway with Shared VPC in Single Account Quickstart

Release Information (£7{E8)

| source code (internal)

Version (xx.x)

Last updated (mm/yyyy) 06/2021

Estimated deployment time 20min

Launch Regions

Whatisit? (1)

Chinese.

Global [X1:

https://aws-gcr-solutions.s3.amazonaws.com/tgw-shared-vpc/v0.2.3/SGP-TGW-
Shared_VPC.yml

A X :

https://aws-gcr-solutions.s3.cn-north-1.amazonaws.com.cn/tgw-shared-vpc/v0.2.3-
CN/CN-TGW-Shared_VPC.yml
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CloudFormation > Stacks > Createstack
ssept

ooty semplate Create stack

swep2 Prerequisite - Prepare template

Prepare template
Ew sed on a templat

© Template is ready Use a sample template Create template in Designer
Specify template
A template s 2 JSON or YAML e that describes your stacksrescurces and properties.

Templat
Selecting
© Amazon 53 URL Upload a template file

Amazon 53 URL

hared-vpe/v0.1.2-CN/CNTGW-Shared_VPCyml

53 URL: https:/faws-ger-sol -nerth-1 s g ed-vpe/v0.1.2-CN/C hared_vPCyml | View in Designer
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Specify stack details

Step 2 Stack name
Specify stack details
Stack name

TGW-SharedVPC

Parameters

t2:small .
EC2KEY
Name of an existing EC2

by-ningxia v

JumpServerAllowList
Please enter the CIOR that o

52.82.200.0/24

JumpServerinstanceType
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Services ~ ) Ec2 CloudFormation

CloudFormation > Stacks ) Create

Step Configure stack options

Specify template

Step 2 Tags

Specify stack details You can

ecify tags (key-value for sach stack. Leam more [

ply to resources n your stack. You can add up to 50 uni

Configure stack options

Permissions
Choose an 1AM role to

plicitty define how CloudFormation can create, modify, or delete resources In the stack. f yor
based on your user crodentials.

Learn mare

don't choose 3 role, CloudFormation uses permissions

1AM role - optional

ole for CloudFormation to use for all operation

1AM role name ¥ v

Advanced options

You can set additional options for your stack, like notification options and a stack policy. Leam more [2

» Stack policy

Defines the resources that you want to g

rom unintentional updates during a stack update
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I SR D, BImEsh 2 & R, EFELFeIE IAM fAERPNIEIE. JE A6
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CloudFormation

Stack creation options

Rollback on failure
Enabled

Timeout

Termination protection

Disabled

» Quick-create link

Capabilities

® 9 resource(s)
This template contains Identity and Access Management (IAM) resources. Check that you want to create each of these resources and that they have
the minimum required permissions. in addition, they have custom names. Check that the custom names are unique within your Amazon Web
Services account. Leam more [
For this template, Amazon CloudFormation might require an unrecognized capability: CAPABILITY_AUTO_EXPAND. Check the capabilities of these
resources. Learn more

| Amatzon Cl might create 1AM custom names.

I acknowledge that Amazon CloudFormation might require the following capability:
CAPABILITY_AUTO_EXPAND

ver Agreement Privacy P Terms of Use
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Services v CloudFormation

Stacks
- fons ¥ v
B Stacks (3) TGW-SharedVPC Delete Stack actions Create stack
Q Stackinfo | Events | Resources  Outputs | Parameters | Template  Change sats
Wi ted
At v | D Viewnes
-

Events (3) &)
nesTED e
TGW-SharedVPC-VPCOTStack-1C4GAGXADAQHS Q &
2021.09.05 15:12:53 UTC+0830
@ CREATE_IN_PROGRESS

Timestamp Logical 1D Status Status reason

TGW-SharedvPC o
2021-08-05 15:12:47 UTC+0800 2021-08-05 15:12:53 UTC+0800 VPCO15tack @ CREATE_IN_PROGRESS Resource creation Initiated
© cheate_in_procaess

2021-09-05 15:12:52 UTC+0800 VPCOiStack (@ CREATE_IN_PROGRESS -

PVRE
2021-05-01 11:38:26 UTCH0B00
© CREATE_COMPLETE

2021-08-05 15:12:47 UTC+0B00 TGW-SharedVPC @ CREATE_IN_PROGRESS User Initiated
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CloudFormation X CloudFormation > Stacks > TGW-SharedVPC
Stacks [ Stacks (8) G TGW-SharedVPC vetete | [ update Stack actions ¥ Create stack ¥
Stack de
Q
Drifis Stackinfo | Events | Resources Outputs | Parameters = Template | Changesets
ket active v | D View nested
1
Exports
Qutputs (7) &} ‘
nesTeD
TGW-SharedVPC-VPCO2Stack-1C50B)
Designes 8221281 Q ®
. Export
. Key - Value d Description
Regist
egistry esten name
Registry TGW-SharedVPE-VPCO3Stack-1TTWNN
WAROEBNS [ ssh-add lay-ningxia pem;ssh -A ec2- JumpServer EIP in SharedvPC Public Subnet, single
- umpserverPubld user69.234.210.68 entry point far lagin
CREATE_COMPLETE P fonsen
@ f““"" ChpplicationServe 10110165 Common Service in SharedVPC Private subnet
NESTED
TGW-SharedVPC-VPCO1Stack- 104646 VPC2AppServerPrivatelP 102101110 Application Server in VPC2 Private IP
Feedback HADAQHI
2021-08.05 151255 LTC+0800 VRC3AppServerPrivatelP 103101124 Application Server in VPC3 Private IP
© cReATE_CompLETE
VPCaAppServerPrivatelP 10.4101.85 Application Server in VPC4 Private IP
VPN Gate EIP in SharedVPC Public Subnet, required
° VPNGatewayPubliclP 69.234.221.87 atcway EIP In her e Subnet, require:

by Site-to-Site VPN canfiguration

VPH Gateway Internal IP, ONLY can be connected from

VPNServerprivatelp sshec2-user@10.1.1.116
JumpServer

R EES, ER JumpServerPublicIP BT HHT &5, B Ihun FEA .



® 8 7 Ixy — ec2-user@ip-10-1-1-33:~ — ssh -A ec2-user@69.234.210.68 — 123x32
Last login: Sat Sep 4 18:12:00 on ttys00@

e in ~ [15:25:31]
ssh-add 1xy-ningxia.pem;ssh -A ec2-user@69.234.210.68
Identity added: lxy-ningxia.pem (lxy-ningxia.pem)
The authenticity of host '69.234.210.68 (69.234.210.68)' can't be established.
ECDSA key fingerprint is SHA256:s]8r4+nVRP1Gh9Rk6gEdNMptIPQiVFgMc13E2Ls]2s0.
Are you sure you want to continue connecting (yes/no/[fingerprint])? yes
Warning: Permanently added '69.234.210.68' (ECDSA) to the list of known hosts.

)
/  Amazon Linux 2 AMI
—INAT ]

https://aws .amazon. com/amazon-1inux-2/
[ec2-user@ip-10-1-1-33 ~]$

4, M SSM Session Manager &3 15

HEN EC2 #2#G, ®FEE A VPC WL E) T/ EC2, St LM Connect 441,
RASERE., WA,

mation - Stack

© NewEC2 Experience Instances (1/6) wfo (] Connect Instance state ¥ Actions ¥ E

-] Name Instance state Instance type Status check Alarm status Availability Zone Public IPvd DNS
SharedVPC VPN Gateway © Running c6g.medium © 2/2 checks Noalarms +  cn-northwest-1a 2-69-234-221-1
Limits SharedVPC Application Server © Running t2.5mall Noalarms +  cn-northwest-1a
. SharedVPC JumpServer © Running t2small Noalarms +  en-northwest-1a €€2-69-234-2104
nstances
VPC2 Application Server @© Running t2.small Noalarms +  cn-northwest-1a -
VPC3 Application Server © Running t2:small Noalarms 4+ co-northwest-1a -
VPC4 Application Server © Running @A t2small ©2/2checkspassed Noalarms 4+ cn-northwest-1a -
Instance: i-0f48b47d958b618cd (VPC2 Application Server) X
Security | Networking  Storage | Statuschecks | Monitoring  Tags
AMis ¥ Instance summary Info
nstance ID Public (Pv4 address Private IPv4 add
¥ Elastic Block Store
(3 1-0f48b47d958b618¢d (VPC2 Application Server) = @ 102101110
Snapshot Pv6 address Instance state
Ufecycle Manager - © Running
nstance type lastic [P addresses
¥ Network & Security NoRpeR T Flastic)vad
. 3 ip-10-2-101-110.cn-northwest-1.compute.internal t2small -
Security Groups
VPCID stance profile ar Subnet |

@ English By usng A o c Privacy Policy
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Connect to instance info

Connect to your instance i-0

55H client

Session Manager usage:
* Connect ta your instance without SSH keys or a bastion hast.
* Sessions are secured using an Amazon Key Management Service key.

You can log session commands and details in an Amazon 53 bucket or CloudWatch Logs log group
+ Configure sessions on the Session Manager Preferences page.

Cancal

JHit Session Manager 7 & SSH M. MANLAL B &KX VPC (455 VPCL) W
() EC2 i ping MK, w LLEBIVT R . A Ml .

- c @ 08 amazonaws.cn B » =
Session ID: Ixy-Isengard-03a8f6a3bfd27c781 Instance ID: i-0f48b47d958b618cd
sudo

sh-4.2§ sudo -i

[root@ip-10-2-101-110 ~)# ping 10.1.101.63

PING 10.1.101.63 (10.1.101.63) 56(84) bytes of data.

64 from 10.1.101.63: icmp tt time=1.15 ms
64 from t a
64 by s from

64 from

64 from

64 by s from «1.101.

4 from 10.1.101.

rtt min/avg/max/mdev
[root@ip-10-2-101-110 ~]#
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N TR AT B CloudFormation AN AMEMEMIR, WIAE H W #5821 O () 2
I, 1n—EB 1AM Policy, 2%51E%1iX 4N CloudFormation [ Stack & HAES . &%
W, HEHRE A Resource #7731 stack 4 ID NIHLA B ID.

{
"Version": "2012-10-17",
"Statement": [
{

"Action": [
"cloudformation:CancelUpdateStack",
"cloudformation:ContinueUpdateRollback",
"cloudformation:CreateChangeSet",
"cloudformation:DeleteStack",



"cloudformation:GetTemplate",
"cloudformation:GetTemplateSummary",
"cloudformation:SetStackPolicy",
"cloudformation:UpdateStack",
"cloudformation:UpdateTerminationProtection”

1,
"Effect": "Deny",

"Resource": "arn:aws:cloudformation:us-east-1:381727908625:stack/
mod-b80cbfb4f0844f0b/79610570-dc@9-11eb-a8d9-0eladdc392f9"

}
1
}
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EFRE Y IDC 8 Hith = BB . HAVEH Direct Connect L2835, #P0ET
Site-to-Site VPN 20/ . [ CloudFormation #%JiixE & Shared VPC P i EC2 /£ A VPN
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i EE R
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3. f#F TGW Connect %3] SDWAN

Transit Gateway 7] LU i TGW Connect LIfEH SDWAN £, SZFF GRE H 2441 BGP )
W, #F—Ei TERCE, MEHECE £ VPN 8l 4E74A QuickStart [ 3h#E 7 &4E
B RS H A4 Transit Gateway, A7 Connect 574 f) Attachment. #1575 Z4 nfc
&, IE1E Transit Gateway (] Attachment F[ 62257}y Connect fH:% .

-5



