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Traditional
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Operator involvement to Re-route traffic via distant Increased time to
initiate mitigation scrubbing location mitigate

AWSHE (E3) REmAFHNEE amazon | \Webinars



M ¥FDDo S B HELK
. BA

(T1T]
“iifamazon i
AWSHIE (b)) XEBRATHMIEE o Gebsorvices | VVebinars



AWS R 757%

(& ] > \ NN D

el
AWSHE (t5) XEHAFHWTE Lramazon | \wepinars



AWS DDoSP53F

C SR BRI R AR

‘ )H:\L?\L%HIEIE\Z ? i T T |

© HERSTUSR

Webinars

AWSHE (ItR) XEHXTRFHEE amazon



AWSPHEDDoSBG#

V' PR A A L e

v R¥+SYN/ACK Floods, UDP Floods,
ET

v BT

—>
|
DDoS Attack

“av )

N
L~

Users DDoS mitigation

systems

amazon
1

amazon
. cloudfront

AWSHIE (b)) XEBRATHMIEE

T
amazon | \yepinars




AWS WAF

« 5 CloudFront, ALB&E K
« X¥FAPI

P\Hn

— SQLEA
— CSRF

— |PHbit

- BRI

AWSHE (JtR) XBAXFHNEE amazon | \yepinars

services



AWSHE{ESE R

C BRI EHE
- R . . )
+ ERRPRENAR ] [, | ——— .

) £ s = P>
¢ -|_-E ot} % l A —’ BP7
\ \\ 10N A
N \l DDoS Amazon rr
¢ v RT -I_tJ Aftack CIoudF ont .
,\ l \ 'L °
azon
ELB load EC2
Cav balancer Instances
L e—
KN Web application
o ELB 1 f
Users g J security group of

Amazon Amazon Publ
Route 53 AP| Gateway \_Fieeuadt / Private subnet

\ N = )

AWS cloud

L

AWSHE (L3 RERETRHES " amazon | \epinars



application requests - - \
Yo~ [ o , web application resources

(static + dynamic)

gl >

-— \
valid users \ ‘ new access log files ’

—>

v requests to the !
Y'Y honeypot endpoint azon
o X Amazon w ? > Bucket
g\l CloudFront

& CF log - S3 - Lambda
s | = ELB log - S3 - Lambda
: b,dmmwpmm}---a ‘ VPC flow log — CloudWatch

B SQLinjection protection AWS Lambda Amazon Lo g- Lambda

AWS WAF Access Handler Cloudw:tch
even
C  cross-site scripting protection v
D HTTP flood, mn_er and probe spussusnnnnns u hourly
protection
E  Ip address whitelist/blacklist AWS Lambda
Log Parser
F known-attacker protection s/assssssnmmsnnmEnnnnnngy >

———

AWS Lambda third-party IP
IP Lists Parser reputation lists

AWSHE (tFR) XEBAFHWEE amazon | \yepinars

webservices



FZFPERIL...

Does AWS protect me
from DDoS attacks?

What about large
DDoS attacks?

How can | get visibility
when | get attacked?

| want to talk to
DDoS experts.
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Does AWS protect

me from application
layer attacks?

Scaling for
DDoS attacks
IS expensive.
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ABRIP
v Automatic detection & mitigation

v Protection from most common
attacks (SYN/UDP Floods, Reflection
Attacks, etc.)

v Built into AWS services
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v AWS WAF for Layer 7 DDoS attack
mitigation

v’ Self-service & pay-as-you-go
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US East (N. Virginia) us-east-1
US West (Oregon) us-west-2
EU (Ireland) eu-west-1
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Network flow monitoring Application traffic monitoring
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Continuously baselining normal traffic
patterns

« HTTP Requests per second
« Source IP Address

« URLs O
« User-Agents O
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Deterministic Traffic prioritization Advanced routing
filtering based on scoring policies
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Automatically filters malformed

r— ) TCP packets

IP checksum
TCP valid flags
UDP payload length

DNS request validation
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Low suspicion attributes

* Normal packet or request header

* Traffic composition and volume is
typical given its source

. Traffic valid for its destination

\_ /

High suspicion attributes

. Suspicious packet or request
headers

. Entropy in traffic by header
attribute
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* Inline inspection and scoring
« Preferentially discard lower priority (attack) traffic
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« Distributed scrubbing and bandwidth

capacity < >

« Automated routing policies to absorb large
attacks

« Manual traffic engineering &\/ﬁ
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Web traffic filtering
with custom rules

Malicious request
blocking
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Active monitoring
and tuning
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« AWS WAF included at no
additional cost
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1. You engage the AWS DDoS Response Team (DRT)

2. DRT triages attack

3. DRT assists you with creating AWS WAF rules
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1. Always-on monitoring engages the AWS DDoS
Response Team (DRT)

2. DRT proactively triages DDoS attack

3. DRT creates AWS WAF rules (prior
authorization required)
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 Real-time notification of attacks via Amazon CloudWatch

* Near real-time metrics and packet captures for attack forensics

« Historical attack reports

YRS
Attack monitoring
and detection
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I:l Total requests for this wab ACL . Health Checkers . Beta customers Choose rules -

. Evil scrapers . QA Deamons

Sample requests

The following requests are sampled for the time period selected in the graph above. To view new samples,
choose Get new samples, or change the time period in the graph.

Add to IP match condition Add to string match condition

Sample data from 11:45-12:00 pm UTC, matching all rules »  Get new samples << <1-3of 3items > >>
IP Address Host name Matches rule Action Request time (UTC)
¥ 101.23.23.34 example.com/ Health Checkers Block 2015-11-23 12:00:23
»92.23.45.67 example.com/ Beta customer Allow 2015-11-23 12:00:23
»B7.89.23.34 example.net/adm Default Allow 2015-11-23 12:00:23
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Proactive consultation and Attack mitigation Post-mortem
best practice guidance analysis
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. Amazon CloudFront

. Elastic Load Balancer

. Application Load Balancer
. Amazon Route 53
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« Web Portal - HTTP(S)
« Backend services, like Matchmaking — HTTP(S) / TCP

 Dedicated Game Servers - UDP

« Multiplayer Relay Servers - UDP
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SYN, ACK,..

Web Portal and Match-Making
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. Game Servers & Relay Servers: UDP~
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