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AWS loT & &SDKs & AWS SDK

« AWS SDK: C++, Java, .Net, Node.js, Python,
PHP, Ruby, Go, ios/android

e ¥ SDK: embedded C, Node.js, java, Python,
Arduino Yun, ios/android
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» FA$H (authenticate the device)
« 'device-123.pem.key’, Q J
- 1Z&FiEP(reqgister the device with IoT)

N
'device-123.pem.crt’

« fRCA (authenticate IoT)

rootCA.pem.crt
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"Effect": "Allow",

"Action": [

. Wi
"lot:Connect"

]: iot:
"arn:aws:iot:us-east-1:123456789012:client/clientid1”, |
"arn:aws:iot:us-east-1:123456789012:client/clientid2", lotzPublish  456106-t00ic/re
"arn:aws:iot:us-east-1:123456789012:client/clientid3" iot:Subscribe opic/rep

] iot:Connect

L ' iot:Receive
{ | iot:UpdateThingShadow
. Effe.Ct " Allow", iot:GetThingShadow
A(":;ccl)(’)(r;u IE) lish” iot:DeleteThingShadow
"lot:Subscribe”,
"lot;Receive"
1
"Resource”: [

"arn:aws:iot:us-east-1:123456789012:topic/foo/bar"

]
}
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Example: Authenticate connections between sensors, a device and an application

An array of temperature
sensors transmit data

2 The connection to AWS loT
AWS loT is authenticated
& =

g

Only authenticated users

The connection to the can contral the fan

fan iz authenticated

5 The fan receives a
command and turns on

If the sensors agree the temperature is
above a threshold they turn on the fan
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AWS lo T &M=k

Example: Connect a device using MQTT

AWS loT
+= = <+
2> = 5= 4 7 \
= +R® =D D
X B> <>
Billions of devices can publish Messages are transmitted and received using AWS loT enables devices to communicate
and subscribe to messages the MQTT protocol which minimizes the code with AWS sewvices and each other

footprint on the device and reduces network
bandwidth requirements
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AWS IoT W&IFEME
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B3 ) , JSONIZ{4,
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$ aws iot list-things --thing-type-name "LightBulb”
$ aws iot describe-thing --thing-name "MyLightBulb"

$ aws iot list-things --attribute-name "wattage" --attribute-value "75"

$ aws iot describe-thing --thing-name "MyLightBulb"
{
"yersion": 3,
"thingName": "MyLightBulb",
"defaultClientId": "MyLightBulb",
"thingTypeName": "StopLight",
"attributes": {
"model™: "123",
"wattage": "75"
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PUBLISH
macdonald/sprinkler-456
{ "water": "on" } 2'
@ 'l
BERR “ogie.
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{
"state" : {
“desired" : {
"lights": { "color": "RED" },
"engine" : "ON"
%
"reported" : {
"lights" : { "color": "GREEN" },
"engine" : "ON"
}
"delta" : {
"lights" : { "color": "RED" }
)
"version" : 10
}

AWSHE (Jb7) XEBEAIFHMNIEE

"% 5T URI:

https://endpoint/things/thingName/shadow

RESTful API
GetThingShadow

UpdateThingShadow

DeleteThingShadow
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http://docs.aws.amazon.com/zh_cn/iot/latest/developerguide/API_UpdateThingShadow.html
http://docs.aws.amazon.com/zh_cn/iot/latest/developerguide/API_DeleteThingShadow.html
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Example: Analyze chemicals in a sample with a mass spectrometer

AWS loT

N & =l

INTERMITTENT RESTAPls
CONNECTION
Connected mass spectrometer The spectrometer goes offline when its Technicians can use mobile apps to set new
reports its state and readings cycle completes, but its last-reported desired states (e.g. pause the cycle), or query
throughout a muiti-hour cycle state persists in AWS loT the last reported state of the spectrometer
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{

“sql”: “SELECT * FROM RaspberryPi/EchoNumber WHERE EchoNumber > 80",
"description": "Store all sensor data into dynamodb and firehose",
"ruleDisabled":false,

"actions": [{
"dynamoDB": {
"tableName": "loT_DynamoDB_Table",
"roleArn": "arn:aws:iam::123456789012:role/aws_iot_dynamoDB",
"hashKeyField": "sensor_id",
"hashKeyValue": "${topic()}",
"rangeKeyField": "timestamp”
"rangeKeyValue": "${timestamp()}",

}]
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Diata on road conditions and
performance transmitted

Alert cars that moisture

levels are high
f }*E\h*’ fﬂxxhﬁ }E: .
org) 0oy L)

Alert to driver "Warning: Roads
are slippery”

AWSHE (dt7) XEEAHFNEE

Example: Improve driver safety with connected cars

Visualize analytics with Amazon QuickSight

~
n “ il

Dq D,':‘ @ I~

——

AWS loT

Process data based on rules and
interpret that moisture levels are high.
Sends alert to nearby cars.

Engine performance data stored kﬁl
in 53 for future analysis

The engine performance data trains an
Amazon Machine Learning mode! for
predictions that get more accurate over time
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