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Name Group ID «  Group Name VPC ID Description

org-portal_webtier_elb_dev sg-a3cdd9ch org-portal_webtier_elb_dev vpc-aSb143ce org-portal_webtier_elb_dev

@ org-portal_webtier_dev sg-b2cdd9d? org-portal_webtier dev vpc-afb143cc org-portal_webtier dev

Security Group: sg-b2c4d9d7 — =l

Description Inbound Outbound Tags

Edit

Type (| Protocol | Port Range || Source | |

All traffic All All 10.81.0.016
sg-adc4d9ch

HTTP TGP 80
(org-portal_webtier_elb_dev)
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| = N
: | ‘.’_V__eb = : | Allow TCP Port 80
| | ZeH | | Source: Web = ELB
| | ]
: | | )| ANGERRY
| | App = ELB | | Allow TCP Port 8080
: I L ! : Source: Web /=
I I | Yy L.
= Ny S
| | App = | | Allow TCP Port 8080
| | ZEl | | Source: App = ELB
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| | = | N ]
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1. /550 AWS CloudTrail

cloudtrail.start_logging(Name=trail_name)
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AWS CloudTrail =4 R SEAR =

2. WES AWS CloudTrail XAERHVSFEE

{
"account": "483366358098",
"region": "us-west-2",
"detail": {
{ "eventversion": "1.06",
"detail-type": [ "eventID": "85ce2937-6984-4484-8629-13d15ed03071",
"AWS API cCall via CloudTrail" "eventTime": "2018-11-20T23:47:082",
1, "requestParameters": {
"detail": { "name": "sec327-demo-1-rCloudTrailTrail-12XXNQSQJAHC"
"eventSource": [ },
"cloudtrail.amazonaws.com" "eventType": "AwsApicCall",
1, "responseElements": "",
"eventName": [ "awsRegion": "us-west-2",
"StopLogging" "eventName": "StopLogging",
] "readonly": "false",
1 "userIdentity": {
} "principalId”: "AROAIRT60ZJ4IDSDZ3NTA:botocore-session-1542757567",

"accessKeyId" T OO
"sessionContext": {
"sessionIssuer': {

© 2019, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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"eventVersion”:
"userldentity”: {
sum
"principalld":
"arn": "arn:c
"accountId":

dinl

arn:aws:
"accountId":
"userName" :

1

J

{ $.eventName = "StopLogging" [t

}

¥
‘eventTime":
"eventSource":

" ",

=ntName
a "
"sourcelPAddress":
"userAgent": "a
"requestParameters

"name": “se

}I
"responseElements":
"requestID":
"eventID":
"readOnly":
"eventType":
"managementEvent" : .
"recipientAccountId”: "4

© 2019, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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{ $.eventName = "AssumeRole" && $.requestParameters.roleArn =
"arn:aws:1am: :483366358098:role/NonProdAdmin" }

5.
~r
(‘l

"eventVersion":
"userIdentity": {
"type": "IAMUser”
“principalld”: JATS?Z 0Q23ACFSG",
"arn": "arn:aws:ic 1ser/Demolser”,
"accountId": .
"accesskeyId": [N

"userName": "Demolser"

3
eventTime": "2018
eventsource™:
"eventMame":
"owsRegion": "L
"sourceIPAddr
"userAgent”: "
"requestParamet
"roleArn™: "arn:
"roleSessionName

i
"
1

1
"responseElements”: {
"credentials": {
"accesskeyld": [N
"expiration”: "No 3 PM’
"sessionToken": "F( N ' s+1c /ATHg+@4Z2x9EBDBIYUSUZ (@p4UNP3
}1
"assumedRoleUser”: {

© 2019, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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(&(objectCategory=person) (objectC
lass=user)
(chn=Brian¥*))
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AWS CloudTrail <[F]1&{40m v 3=AR
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®e [SECURITY ALERT] CloudTrail

AWS Notifications <no-reply@sns.amazonaws.com>

Action ltems Manage Add-ins...

Dear user:

Will you please stop turning off CloudTrail? Despite all your efforts, we will just keep turning it back on. (/°z®) /- +—

Event Summary

What happened? Stoplogging

What service? cloudtrail.amazonaws.com
Where? us-west-2

When? 2818-11-28T22:59:387

Who? arn:aws:iam::483366358898:user/Demolser

Please do not reply directly to this email. If you have any questions or comments regarding this email, please contact us at

© 2019, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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EVENT: StopLogging

AWS Notifications <no-reply@sns.amazonaws.com:>

Action ltems

What happened? StoplLogging
What serwvice? cloudtrail.amazonaws.com
Where? us-west-2
When? 2818-11-28T22:59:38Z
Who? {
"principalIld": "AROAIRT60ZJ4]DSDZ3NTA:botocore-session-1542754789"
"accessKeyId": "ASIAXBCXBIRIKAQZ7YOC",
"sessionContext": {
"sessionIssuer": {
"userName": "NonProdAdmin™,
"type": "Role",
"arn": "arn:aws:iam: :483366358898:role/NonProdAdmin™,
"principalIld”: "AROAIRT60ZJ4JDSDZ3NTA",
"accountId”: "483366358098"
}s
"attributes”: {
"creationDate”: "2018-11-28T722:59:38Z",
"mfaAuthenticated”: "false"

: "AssumedRole",
"arn:aws:sts: :483366358098:assumed-role/NonProdAdmin/botocore-session-1542754789",
"accountId": "483366358898"

© 2019, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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